OAO «I1o3uUTpOH»

Mo3utpoH VR diRoute
NPOMbILL/IEHHbIN
3G mapLlipyTmsaTtop

PyKO BOACTBO NO/1b30BaTeEN1A

OAO «lMo3nTpPOH»
01.09.2012



A PyKkoBopgcTBo nonb3osatens: 3G poyrep NosutpoH VR diRoute

MOoO3IMT PO

ABTOpCKMeE NpaBa

Bca VIHd)OpMaLI,VIﬂ AaHHOIo pykKosBoACTBa 3aulMuieHa aBTOPCKUM MpaBOM. HuKakaa opraHnsauuA
nan 4acCtHoe nmuo HU B OAHOﬁ CTpaHe MUpa He MMeET npaBa MUCNO/b30BaATb UE/IMKOM WU
YaCTUYHO maTepuanbl U3 JaHHOIO PykKOBOACTBA 6e3 NMCbMEHHOTO COrnacusa KoOMNaHuu

OAO «Mo3nTpoH».




A PykoBogcTBO nosib3oBatens: 3G poyrtep No3sutpoH VR diRoute

MOoO3IMTPOH

|
OrNABNEHUE

OTTIABITEHWUIE ...ttt ettt ettt ettt e e sttt e e s aab bt e e s aasa sttt e e abaee e s eassbeeesansnbeeesnnbeesennaeeenan 3
1 O [AHHOM PYKOBOZCTBE ieeeeiieeeeeieeeeeeeeeeeetetetueeeeeetetetesssussssesssasassessessnesssasaaansseesssseeseeeereeeeeseeeeeeeeeseseeesssesesesnes 5
R I T RPNt 5
O Y 1 o o < 5
1.3 VIHOOPMALMA O BEPCUAX .ueerrririreeeeeeeeeeiesinsrereesaesesasassassssssassssssasasssessessasssssssasssssssssssssessanssnsssssssseesnns 5
1.4 OBO0BHAUEHMSA .eeeieuuiieeeeeiirieeeteeeestttreeeeesutteeeeaassaaeeeaassaeaassssaeeasssteeaaseassaaeeaassaeaesansseneeesnsseeeeesssseaeennsens 5
1.5 TeXHUUYECKAA MOOMEPMKKD. ceeiiiiitiitiittetetttettreutureeteeretereretaeeeaea....aaaaaa .. aeesesteeeteeeeesetetereeeseeeeeserennn 5
2 BBEEHME . oeeiitiiiee i eeeett et e e e et ettt eee e e e ettt ee e e e et et ——eaeeeetatba——eeeetatt . aeeetta——aeeetettatataeatattaaaaaeeeeetataaaeraranns 7
2.1 OOLLAA MHPOPMALMA ..cc.evrieeeeirieeeeeiieeeeeestteeeesiatreeessssteeesaasteeaassaeessasstasesaesasssseessssssesssssssesssssnseesessnnsens 7
2. 1.1 BHELIHUM BUL, ceeeeeeeiinirrereeeeeeeeeeieiiesrereeeseeesasesssssssssseseesensnssssssssesessensesessmsssssssssesessensssssrssssssesesesnnns 7
B A (oY T a ¥ [=T 2 = T T RPN 9
D S o - = o= SRR 9
2.1.3.1 YCNOBMA FKCTINTYATALMM cevvvveriininrniiiiineseeeseeeesasaseesesesessesssseesseeeeeseseessssssesssssssssssnssssssssssssnsnssssnnnns 9
2.1.3.2 TIPOBOAHDIE MOLKITHOUEHM ...uuverrruirrrirtiiiaasseeeesesssssssssaseesesssssssessaeeeeeessseseessssssssssssssssssnnssssssnnns 10
2.2 DYHKUMU Y OCOOEHHOCTM ..vveeierieeeetiieeeeseiuteeeeiatteeeeesasaeeesaassasesssssssessssssessssssssssessssssssesssssseessnsssesesssnes 10
2.2.1 ANNAPATHBIE OCOBEHHOCTM ..c.evvieeeeiiiieeeeetieeeeeetieeeeeeteeeeeeetateeeeeebaeeeesabeaaseeeensseeeeassseeasaaseesennsens 10
2.2.2 TIPOTPAMMHBIE PYHKLMM ..eeeeviieeeeeiiieeeeeiititeeesittteeaeessaeesessseessesssaeesssssessessessssesesssssesessseseesssssens 11
3 HaCTPOMKA MAPLUPYTUBATOPA .eeeeurrrreeeuurreeeaaurrreeesisseesesisseesssssessesssssssssssssssesssassssssesssnssesesssssesssssssessssasssens 11
20 01 1 To T o TSR SPR 11
3.2 YCTAHOBKA COBOMHEHMA .uuuuneieeeettiuieeeeeetttueeeeeeeestetnnseseeseretaaaesesetesstsnnnnsseessuseesesssuniassesesssessssnnseeesennnns 11
3.2.1 CUCTEMHDBIE TPEOOBAHMS ...uvveeeiurreeeeeiireeeeeeiieeseeissaeeeeatseeessasssaeesassssessasssseseesssssssesessnsesssnsnseseesenses 11
3.2. 2 TTOAKITHOUEHME ...ceeeeveiiiieeeeeeeettttaeeseeeeettsaaeeeesesstanseeesseesssranaeeeessssannesssssnnseseessessnnnsesseessnssnnseeseeesnnn 12
3.2.2.1 NMPpAMOE NMOAKIIOUEHME K TTK ..eeiiiiiiiiiiiiiiie et ere e e e e s s s e e e e naas 12
3.2.2.2 TIOAK/TIOUEHME K JTOKANIBHOM CETU .oeeeeeurrrirrereeeeeeeiiitireeeeeeeeesisissnresseessesessssssenssssssssssesesssnnssnns 12
3.2.2.3 MNogKntoyeHme € NOMOLLBIO MOCNEA0BATENABHOTO MOPTA tiivieieieieirieeeieeererereeerreerereeeeerererennnns 13
3.2.3 KOHOUIMYPUPOBAHME MO CETM ...uvreeeeuriereeeeiuuteeeeeeiteeeesaseesesaisteseesssssssessssasesssessssssessssssessssssssssesnnsens 14
3.2, BXO/ZL B CUCTEMY ..uvvvvrrvrerurererenenenesasssssssssssssssssssssssessasssesasasesasesessseseeeesssssssssssssssssssssssssnssssssssssssssssees 18
3.3 WEh-KOHDUMYPATOP .eeeiiriieeiiiiieeeeiitee e e ettt e e etteee e e eettaee e s eutaeessbteeesasstaeeseeessssaseseasasessasssneessnnsteeesannes 18
e T O 1 T ST TP 19
3.3.2 CTb (NEEWOIK) ceeieeiiiiteiiie ettt ettt e e e ettt e e e e e e eeeeeeesee s sbsabaeeseeeessssasbrrreeeeeeenenns 19
332 L JIBC (LAN) ettt ettt ettt ettt ettt sttt e s bt e s ste e s e e sbe e s bt e e s bt e e ebae s eesabeesstesnbaaeesabeesbaeesbaeesnbaees 19
3.3L2.2 WAN ettt ettt e ettt e e e ettt s e bt e e e et e e e e bttt et e e eh b e e e e e e beree e e e baeeeeenareeaenraes 20
3.3.2.3 MOAEM (IMOUBIM) ...ttt ettt ee et e e ee e e eeettbe e e e e e e eeeeeeeeeeessbssabbaaeeeesenesssresneens 20
330208 Wittt ettt st e e e e be e st e e e bte e s abe e e nhteenatteesabeeraeeen 25
3.3.2.5 Bbi6op napameTpoB (Parameter SEIECT) .....cuuii it 26
3.3.2.6 Tvn NoAKAOUHEHUA (CONNECLION TYPE) . .iiiiiiiiee it ettt ee e e e e e s e e e e b b ae e e s naeas 27
3.3.2.7 Pe3epBMPOBAHME (LINK BACKUP) ...eiiiiciiiei ittt eee e e et e e e ree e e 27
3.3.2.8 DHCP-CEPBEP (DHCP SEIVET) ..ciieeiieeeciitteeeectte e e ettt e e esttte e e s ste e e e e svte e e e s ba e aeeeeenbaeesesnsteneesnnees 28
3.3.3 NMPUNOKEHUA (APPIICAtIONS) coiiiiieicciiie e e e e e e e e e e ebre e e et be e e e eaae e enares 30
3.3.3.1 Nposepka noaknoveHns ICMP-nakeTamm (ICMP Check)........cceeevuiieeeeciieeeeeeiee e 30
3.3.3.2 NpoBepKa NHTePdencoB (INterface CheCk) ........ceoviiviiieiee e e 31
3.3.3.3 AMHAMUYECKUIN DINS (DDINS) ...uvvrreiieeeieiieeiitireeieteeeeecirirreeeeeeeeeeseeetareaaeeeeeeeeeeseessssrsssereseseessnnes 31
3.3.3.4 NocnenoBateIbHbIA MOPT (DTU) ..eiiiiiiiii ettt e e e s e e e e e e eabee e e e eanaae s 32
3335 SNIMIP .ttt ettt e s e e sttt e e e bt e e e s bt e e e e ab bt e e e e e nbt e e s e nbreeeenrreens 33
3.3.3.6 PACNMCAHME (TIMINE)...uriieiiiiiiie ittt e et e ettt e e eettee e e e ettr e e e e steeeeeeabastaeeesssebaeessnsaesennssneeesnnnes 34
3.3.3.7 AKTMBALMA MO COOBITUIO (WAKE UP) .evriiiiiiiiie ettt ettt ettt e e e eevee e e e ennrae e e 35
3.3.4 BUpTYanbHAA YACTHANA CETB (VPN)..cci ittt ettt ettt e et tre e et ee e e enteeeeeenraaeeeenes 36
3.3.4.1 BupTtyanbHaa YyacTHaa KOMMYTUPYEMAA CETb VPDN ... ..uiiiiiiiiiiiiiiiiisses e eeee e 36



A PykoBogcTBO nosib3oBatens: 3G poyrtep No3sutpoH VR diRoute

MOoO3IMTPOH

|
3.3.4. 2 TYHHED (TUNNEI) ceveeieeiiee ettt et e e e et ae e et b e e e e e eeataeeeessssbaeesataeeeseasraeaaeanes 37
TR 03 | =T oSS 38
3.3.5 MaplpyTU3aLMA (FOrWard).....c.ceieiiiiieei ettt e et e et bee e e e e ettt e e e e areee e e ennte e naneas 41
G T A o F- Yo 1 o To 1 1 1A A SRR 42
3.3.5.2 Ctatmyeckme MapLUPYThl (STAtiC FOULE) ...cccceiie ettt e e 43
3.3.5.3 HACTPOMKA RIP ...ttt ettt ettt e ettt e e et e e ettt e e e esaataee e s aeeataaeeeenbteeesantaeeaesastnaeananes 43
3.3.5.4 HACTPOMKA OSPF ..ottt e ettt e e et e e e e sbe e e e ettt e e e s santaeeeesasesaeeesntaeeesenstaeaaeanes 44
I Sl Y=k Lo F= Yol 2 o Yon % (] =Tl U [ 1 1Y USSR 45
3.3.6. 1 IP-DUNBTP (IP FIILEI) ittt ettt ettt e e e et e e et e e e s e e etate e e e e ebraeeesentbeesansrneaesanes 45
3.3.6.2 ODUNbTP AOMEHHBIX UMEH (DOMAIN FIlter) ..oeeiiiiiieice et e 46
3.3.6.3 MAC-GUNBTP (MAC FIEEE) .ttt e et e e ete e e e e e e tabe e e e e eateee e e eareeeeeaneas 47
3.3.7 CUCTEMA (SYSTEIM) cerriiieiiiiee ettt ettt e e et e e e ettt e e e e e tee e e e tabeeeea e abeeseeansssbeseenssaeaeeanseeaaeansens 48
3.3.7.1 MpocMOTP HKYPHANA (LOCAI LOZ) weeeeeerieeieeiee ettt ettt ettt e e e ree e e aree s 48
3.3.7.2 «YAanéHHbIN» KYPHAN (REMOTE LOZ) .eeeiieiiieei ittt e e e e 49
3.3.7.3 CrcTeMHbIE YAChI (SYSEEM CIOCK) .eeeieeiieiieiiee et 49
3.3.7.4 YUYETHAA 3aMMUCH (ACCOUNT)....oiiiieitiiee e et e eeie e e ettt e e e ettt e e e e ettt e e e eeaee e e e e eeareeeeeeateeeeeesreeeeensees 50
3.3.7.5 TectnpoBaHMe CeTU (NETWOIK TESE) ... .uiii ettt et e e e e 51
3.3.7.6 DANMADBI (FIlES)eeeeieueeiee ettt ettt e e ettt e e e ettt e e e etta e e e eebae e seeesaesaeeeasassseeeessaaeesannnreeenan 51
3.3.8 COCTOAHME (SEATUS) wrereuriiieeiiiiee e ettt e ettt e ettt e e e ettt e e e e e treeeear e e e e e et abaeaeeeabaseeaeesbeeaeannsaeeeeennseeas 52
4 Yacto 3agaBaemble BOMPOCHI U OTBETbBI (FAQ) ....uuveiiiiiieeeciiee et ettt e e ettt e e e eetre e e e earae e e e naraeeeeennaeaaas 53
AHANMB HENCTIPABHOCTEM ceeeeeeeuiiriieieeeeeeseeesieitteeeeeeeessasasassssssssseassessnssssssseesasseeessssssssnssssssessssessnsssssaseeesenns 53
TEPMUHDI M COKPALLEHMA..ceeeeitrrtuueeeteeetuttieeseeettttratseeeeetuuaeseesesssansaeeeesesmmssssseemmseeeteemmmm e, 55
MpunoxxeHune: OnuncaHme NPouLecca OOHOBAECHUA MO ........uuiiiiiiiii et ie e rrrre e e e e e e e e e eeetnbre e e e e e e e e e ns 57



A PykoBogcTBO nosib3oBatens: 3G poyrtep No3sutpoH VR diRoute

MOoO3IMTPOH

1 O paHHOM pyKoBoOAcCTBE

Jta rnasa KpaTKO oOnucbiBaeT Ha3Ha4YeHune [OaHHOro pyKoBOoACTBAa W AaeT 4YUTaTento
npeacrtasieHe O TOM, KaK UCMNOJZIb30BaTb LI,aHHbIﬁ OOKYMEHT ANA MaKCMMalbHO 6bICTpOFO
AOCTUXKEHUA Hanny4ylero pe3ysibtaTta.

1. Uenb

2. Ayagutopwua

3. WHdopmauma o Bepcusx

4. 0603HayeHusn

5. TexHu4yeckasa nogaepika
1.1 Uenb

JaHHOe pyKoBOACTBO COCTaB/ieHO Ana 6a3oBbix mogenel MNosmTtpoH VR diRoute, u gonKHO
6bITb MCMO/b30BAaHO KaK PYKOBOACTBO K AEWCTBUIO B MPOLLECCE HACTPOMKU U YCTaHOBKMU
NPOMbILLIEHHOIO MapLupyTmM3aTopa Mo3uTpoH VR diRoute.

1.2 Ayautopwus

[JaHHOe pPyKOBOACTBO afpecoBaHO /oAAM, MMelWMm 6a3oBble 3HaHMA B ob6nactu
KOMMbIOTEPHbBIX, CETEBbIX M 3/MEKTPOHHbIX TEXHO/IOMMI U APYrMM KOMMNETEHTHbIM NINLAM,
YCTaHaB/NMBAIOWMM W HaACTPaMBalOWMM MNPOMbIWAEHHbIM MapwpyTusatop MosuTtpoH VR
diRoute.

1.3 UHdopmaymua o Bepcuax

MporpammHoe UM annapaTHoe obecnedyeHne npomblwneHHoro 3G MaplpyTmMsaTopa
MosutpoH VR moxeT 6biTb JopaboTaHo Ans  Hambosbluero  COOTBETCTBUSA
noTpebHOCTAM pbiHKA B 0OLLEM M KOHKPETHbIM 3aKa3am B YAaCTHOCTWU. B HacToAWwmMin MOMeEHT
CylLlecTByeT TpM Bepcuu ycTpoictea. OfHAKO, AaHHble O BEPCUAX B 3TOM PYKOBOACTBE
MOryT OblTb He aKTyasibHbl WM3-3a BO3MOXHOCTM BbIXOAA HOBbIX BEPCWUI YCTPOMCTBA C
MOMEHTa HanncaHWA AaHHOro PYKOBOACTBA.

Tabanua 1.1: UcTopus nameHeHnn

Bepcusa WcnpasneHo OTgen [ata nsmeHeHusa OnucaHue
1.0.0 23-02-2010 basosan

1.0.1 17-03-2010 OnHamuu. mapup.
1.0.2 10-07-2012 Beta-Bepcus
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1.4 O603HayeHuA

[na 6onee 6bICTPOro NPOYTEHUA AAHHOTO PYKOBOACTBA, MpeadsiaraeM O3HAaKOMMUTbCA CO
cnegyrowmmMmmM 0603HaAYEHUAMM, MNPUHATLIMU O HEKOTOPbIX HaMMEHOBaHWM, WKOHOK,
3aMEeTOK, npeaynpexKaeHnii o 6e30nacHOCTU U PEeKOMEHZAUMIA, KOTopble YNOMUHAKTCA B
[AaHHOM pPyKOBOACTBE.

Tabnuua 1.2: Tabanua o603HayYeHUn

O603HayeHune OnucaHue KommeHTapuii
MNo3sntpoH VR | O3Hauaet B I'nase 2 n ganee
diRoute MpombiwneHHbIN 3G
MapLipyTmM3aTop
Mo3uTpoH VR diRoute
Mo3uTpoH O3HayaeT MHEeNKY B lnase 2 1 panee
EC\VR\XR 6ecnpoBOAHbIX YCTPOMCTB
Mo3utpoH
O3HayvaeT CoBET, KOTOPbIN B onumcaHum
NMOMOXKET COXPaHUTb npoLecca yCTaHOBKM U
Bpemsa B npotiecce HaCTPOMKM

YCTaHOBKM M HAaCTPOMKM
Mo3uTpoH VR diRoute

3ameyaHus, B onucanum
ONUCbIBAIOLME BAXKHYIO npoLiecca yCTaHOBKU U
nHbopmauumio o HACTPOMKM

HaCTpoliKe, KOTOpYIo
CTOMUT 3aMOMHUTb

MpegynpexaeHua, B T. u. B nHdopmaumm

0 HECOOTBETCTBYIOLLEN O MPOAYKTE N ONUCAHUK
Temneparype nuau npouecca yCTaHOBKM
HecTabuabHOM NUTaHUK YCTPOMCTBA
MNpepocTteperxeHuna: B onucaHum
nHpopmaums o nocne Mnasbi 1
HeHaanexalLmx

oL SR

AeucTBUAX B npouecce
aKcnayaTauuu u
HaCTPOMKM cUCTEMBI

1.5 TexHuuyecKaa nogaepKkKa

Ecnrv Bam notpebyeTcA nomollb B HACTPOWMKe YCTPOMCTBA, MOACHEHWA, KacaTenbHo
annapaTHOro WaM nporpammHoro obecnedeHns 3G maplupyTM3aTopa, Mbl Bceraa byaem
pagbl NomoYb. CBA3ATLCA C HAMM MOXKHO, UCMO/b3YA KOHTAKTHY0 MHOOPMALMIO HUXKeE:
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2 BBepeHue

2.1 O6bwan nnpopmaumna

MosutpoH VR diRoute npepcraBnser coboit npombiwaeHHbld 3G MapLllpyTM3aTop C NOAAEPKKOMU
6e3onacHbIX BUPTYasibHbIX YacTHbIX cetelt (VPN), asyma GSM/3G-moaynammn n Wi-fi-goctynom. C nomolibio
MapLLpyTU3aTopa BO3MOXKHO MPOM3BOAUTL pe3epBUpOBaHME KabesbHbIX KaHA/MOB Mepefayvn AaHHbIX
6ecnpoBoOAHbIMM.

MosutpoH VR diRoute pabotaer ¢ asyms SIM-KapTamn M NO3BOASET pacWMPUTb KaHaa nepenayu
AaHHbIX NO COTOBbIM CETAIM, C BO3MOXHOW 00Ho8pemMeHHOU paboToi B ABYX CETAX COTOBbIX OMNepaTopoB
cBasn. MNosutpoH VR diRoute - npeanbHoe pelleHve AAA CUCTEM, A€ BaXKHY POSb WUIPaeT CKOPOCTb
NepektoYeHNA  MeXaYy OCHOBHbIM W pe3epBHbIM  OMepaTopomM COTOBOM CBA3M U TpebyetcA
BbICOKOCKOPOCTHas 3alUMLEHHAA nepejava [AaHHbIX: CUCTeMax YynpasieHusa, 6aHKoBCKoW coepe,
Tenemetpun u apyrux M2M-peweHusax.

Mpeumyuwiecrea:
¢ becnpoBoaHOe coeguMHeHne, OCHOoBaHHoe Ha 3G-ceTax n Wi-fi;
¢ MPOYHbIM KOpPMYyC, aBBTOHOMHOE UCMOJIHEHUE;
¢ BbiCOKas 6e30MacHOCTb BUPTYanbHbIX YacTHbIX ceTeit (VPN);
4 BO3MOXHOCTb paboTbl B ABYX COTOBbIX CETAX OA4HOBPEMEHHO;
¢ «ropsyee» pesepBMPOBaHME C BbICTPbIM NEPEKNIOYEHMEM MEXKAY KaHANaAMMU;
4 npo3payHan nepegaya gaHHbIX NOC/Ne40BaTe/IbHOro NOpTa;
¢ NOCTOAIHHOE COeaANHEHUE C CeTbo;
¢ npocTadAycTaHOBKa.

2.1.1 BHewHuii BUA,

BHelWHNA BMA YCTPOMCTBA MOKa3aH HUMKe. B COOTBETCTBUM C Pa3IMYHLIMKU YCAOBUAMM IKCMAyaTaumu,
aKceccyapbl 418 MOHTaXka OOCTYMHbl AN KpenjeHua Ha obemx CTOPOoHax YCTpohcTBa. MOMKHO TaKke
MCMnosb3oBaTb MNpPMBOP, PacrosioXKMB €ro Ha MOBEPXHOCTU B TOPU3OHTA/NIbHOM TOJIOXKEHUWU, HO B
NPOMbILUNEHHOCTU U APYrMX MPOU3BOACTBEHHbIX 061acTAX, HEOBXOAMMO 3aKpenuTb YCTPOMCTBO, AR
YAOBNETBOPEHMA YCIOBUAM MOHTaXa CUCTEMbI.

SIM1 LED SIM2

Puc. 2.1.1-1: NepeaHAa naHenb
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B TabauLe onuncaHbl CBETOAUOAHbBIE MHAUKATOPbI:

NHankaTop OnucanHue

NET1, NET2 He ropuTt (He noakntoyer); 6bICTPO MUraeT (B npouecce
MoAKNIOYEHNS), MEASIEHHO MUraeT (NOAK/OYEH K 2.5G); ropuT,
NoCTosIHHO (NoakntoYeH K 3G)

RF1, RF2 NHankaTop COCTOSAHUS MOAYNS

RUN CraTyc MapLupyT13aTopa: MeasieHHO MUraeT, MapLupyTusaTop
paboTaeT HopMasnbHO.

WAN CoctosiHne WAN-noakntodeHus

LAN1...4: LAN1~LAN4 cocTosiHue: MUraeT nNpu nepefade AaHHbIX, FOPUT Npu
LWUITAaTHOM MOAK/TIOYEHMMN.

3aaHAA NaHeb MapLpyTM3aTopa.

Bce nHTepdeicHblie pazbéMbl MapLupyTmMsaTopa cepun MNMosntpoH VR diRoute pacnonokeHbl Ha 3agHel
naHenwu.

Ee B lddl) ge
NET2  WPS  CONSOLE WAN .

RESET POWER

NET1 WPS CONSOLE WAN LAN RESET POWER NET2

Puc. 2.1.1-2: 3agHAa naHenb

NHTepdeiichl (3agHAA NaHenb):

NET1, NET2: Pasbem Ans NOAKNOYEHWs aHTeHHbl (SMA) noaxoAaut AnA MOAKNOYEHUS CTaHAapPTHbIX
WTbIPEBbIX, aBBTOMOOUNbHbLIX M HanpPaBAEHHbIX aHTEHH;
WPS: WPS-kHonka (Wi-Fi Protected Setup);

RESET: KHoMKa A1a BOCCTaHOB/IEHUA 3aBOACKMX HACTPOEK.

POWER: WHTepdeinc ana noAKAOYEHMSA MUCTOYHMKA nNuTaHua (ybeauTtecb, 4TO BOAbTaMMepHble
XapPaKTePUCTUKM MCTOYHUKA MUTAHMA COOTBETCTBYIOT 3aAB/IEHHbIM);

WAN: Ethernet-untepdeiic;

1..4 (LAN): 10/100BaseT wuHTepdeiic, aBTOMaTUYECKOe onpeaeneHue
MDI/MDI-x;

CONSOLE: NMocnepoBaTtesibHbI MHTEPENC MCMONb3YETCA ANA NPO3PaAYHON Nepesadn AaHHbIX C
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TEPMMUHAJIbHBIX YCTPOMCTB NO IP-ceTAM UK ANA AOCTYNA B KOHCOb HACTPOMKMU.
JOoCTyn K KOHCONM BO3MOMKEH TOJIbKO B creumanbHOM «KOHCONbHOMY pexkume paboTbl. YToObl BOMTM B
3TOT perum, nogrntounte Mos3unTtpoH VR diRoute K nocneposatensHomy nopty MK, oTkpoiTe
nogkntoveHune 8 HyperTerminal u 3axkmute npoben Bo Bpems 3arpysKu ycTponctea. B npotusHom cayyae,
YCTPOICTBO ByAET 3arpy*KeHO B 06bIYHOM perKUME.

2.1.2 KomnneKrauyua

Ons 6e3onacHoi TpaHcnopTupoBku MosuTpoH VR diRoute gonkeH 6biTb yNnakoBaH COOTBETCTBYHOLLMM

obpasom. [loxkanyicra, coxpaHAWTe YMaKOBOYHYIO Tapy A4 MCNOAb30BaHWA B C/ydYae MOBTOPHOWM
TPaHCMOPTUPOBKMU.

CmaHOapmHasa KomnaeKmayus

TosapHasa nosunums Kon-8o, wr.
Yctpolicto Mo3suTpoH VR diRoute 1
3G-aHTeHHa 2

+12 B UCTOYHUK NUTAHMA 1
PykoBoACTBO No/sib30oBaTeNs 1
Kpenex 1 napa
1.5 m RJ45 Kabenb 1

MpoBepbTe KOMMNIEKTHOCTb NOC/IE BCKPLITUA YNaKOBKKU. B ciyyae 3aKasa HeCTaHZAPTHOM KOMIM/IEKTaLmu,
obpalaiTech K popme 3aKasa.

2.1.3 YcraHOBKa

BHMMaHue! He yctaHasamnsanTe MNosntpoH VR diRoute BO BKIKOYEHHOM COCTOSHUM.

2.1.3.1 YcnoBusa aKcnayataumu

=  HanpsaxeHue UCTOYHUKa NuTaHma: +5 B ... 26 B nocT.TOKa

= [loTpebnsemas MOLWHOCTb:
MaKcumanbHoe notpebnexne: 240 mA npu +12 B nocrt.Toka
Bo Bpema coeanHeHna: 40 mA npu +12 B nocTt.TOKA

=  TemnepaTypa akcnayataumu: -20 ... +60 2C

=  Temnepatypa xpaHeHnua: -30...+702C

=  OTHOCUTe/ibHanA BIaXKHOCTb: <95% (6e3 KoHaeHcaTa)

MosutpoH VR MoeT 6biTb yCTaHOBAEGH Ha CTO/E, CTEHE WAM CMOHTUPOBaH B nboe mecto 6e3
[OMNOIHUTENbHBIX NPUCNOCOb6eHnI. UCTOYHUK NUTaHUA A0/HKeH BbiTb 3alluLieH OT MblAM U A0/MKHbLIM
0bpa3om 3a3em/eH, Tak¥Ke cneayeT obecneunTb ero BEHTUNALMIO U TeMMepaTypPHbIA Peskum.

lpedocmepeixceHus:

1. [aHHOe YyCTPOMCTBO He npedHasHayeHO A1 PaboTbl B TAMENbIX YCNOBMAX TaKUX, KaK AO0BUTan
KMCNOTHasA/Wweno4Han cpeda, 061acTv C CUAbHbIMU MarHUTHbIMK NOISIMU M TaK Aanee. B Takmx
YC/0BUAX HOpMasbHas paboTa yCTpoMcTBa He rapaHTupyetcsa. Bce d¢usmyeckne noBperKaeHus
yCTpoicTBa He ByayT pacCcMaTpMBaTLCA Kak rapaHTUIHbIE CyYau.
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2.

Yctpoictea MosutpoH VR aBnawTca 6ecnpoBogHbIMM  pPagMoycTpoMcTBamM  Knacca A. Takue
YCTPOWCTBA MOTYT BbI3blBaTb PAaAMOMNOMEXM BO BPEMA 3SKcnayaTauuu. B cBAsM ¢ 3Tum, cneayet
WX UCMO/Ib30BATb OCTOPOXKHO.

2.1.3.2 MpoBoAHble NOAKNIOYEHUA

RJ-45 — Ethernet-uHtepdeiic.

CraHgapTHbiit 10/100BaseT Ethernet-nopr, asToonpeaeneHme MDI\MDI-x.

MuTaHMe — pasbem AaA MNOAKAOYEHMA MCTOYHWMKA MUTAHWA, HANPAXMKEHME WCTOYHMKA MUTAHUA.
MNosutpoH VR diRoute, +12 B noctoaHHOro ToKa.

AHTEHHa — aHTeHHbIN uHTepdelic. CtaHaapTHbin 50Q/SMA -pasbem («po3eTka»). B  HeKoTopbIX
cnyyaax TpebyetrcAa  rpososawmTa s aHTeHHbl. Bbl MoOeTe BKAOYMTbL FPO303alMTy B Pas3pbls,
MeXKAY aHTEHHOM M Pa3beMOM.

3ameyaHus:

1.

2.
3.
4

[eprnte mapLpyTnsaTop Ha PacCTOAHUU OT UCTOYHMKOB TEMa;

He pacnonaraiite MapLipyTM3aTop BO B/IAXKHbIX UK MblJIbHbIX 30HaX;

[lep*nte MapLipyTU3aTOp Ha PACCTOSHUN OT BO3MOMKHbIX MCTOYHMKOB PaZiInoNoMeX;

Ytobbl curHan 6bin Hambonee MoOWHbIM, ybeauTecb B MPaBUAbLHOM OJIOKEHUM aAHTEHHbI, He
nomeLainTe yCTPOMCTBO B MeTananyeckme Kopobsl.

2.2 dyHKUMM N 0cobeHHOoCcTH

MapuwpyTtrsaTtopbl cepun MNosmtpoH VR diRoute npeactaBnstoT coboih MHOrOQYHKUMOHaNbHbIE CUCTEMDbI
nepegayv AaHHblx. bnarogapa pasnnyHbIM 3anpocam OT MoJIb30BaTeNeN, pacliMpeHnam naathopmbl, U
npoYMm ycoseplleHcTBoBaHUAMM, [MosutpoH VR diRoute moryt pewaTtb camble pasnyHble 33agayun
3aKasumKka. [lpumeHeHMe CchneunanbHOro TeNeKOMMYHWMKALMOHHOIO anmnapaTtHoro obecneveHuna u
onepaumMoHHoOM cucTembl Ha 6ase Linux aBnseTca og4HMM U3 rnaBHbIx npenmywiects Mo3untpoH VR diRoute.

2.2.1 AnnapaTtHble 0cob6eHHOCTH

MapuwpyTtursatopsl cepumn MosnTtpoH VR diRoute ob6n1agaet cnegyowmmm ocobeHHOCTAMM:

CeeToamoaHan UHAMKaLMA: cMctema, cetb, 3G

KHonka cbpoca HacTpoek A0 HAaCTPOeK NO YMONYaHUI0

AHTeHHbIN nHTepdeiic: 50Q/SMA

MocneposatenbHbii HTEpdeic (DBIY): RS-232 (DCE)

CKopocTb nocneoBatenbHoro nHtepodeiica: ot 300 ao 230 400 6ut/c
CranaaptHbiid 10/100BaseT Ethernet-nopt, asToonpeaeneHme MDI\MDI-x
Cnocobbl KoHdurypauun: WEB/Telnet namn RS-232
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|

2.2.2 MporpammHbie GYHKLUUMU

= [opaepKka HSUPA/HSDPA/EDGE/GPRS

=  BcTpoeHHbit DHCP-cepsep

=  [logaep*Ka gnHammnyecknx DNS

= [loggeprKa CTaTUYECKON MapLUpyTM3aLLmnm

= [oapnepKa punbTpaumm no IP-aapecy n TCP/UDP-nopTy
= [logaeprKKa nsmepeHna KayecTtsa CBA3U

= WEB/Telnet-ynpaBneHue

= QO6HoBneHue MNO 1 pesepBHOE KONMPOBAHNE HACTPOEK

= CepBep CUCTEMHDbIX KYPHANOoB

3 HacTtpoiika mapLlipyTusartopa

3.1 0630p

MapuwpyTtmsaTtopbl Mo3utpoH VR diRoute noaaep:xuBatoT KOHPUrypupoBaHWe, YNpaBieHWe W aHanus
paboTbl yepes web-uHTepdeiic. Mepen ncnonb3oBaHnem mapwpyTtmnsatop MosutpoH VR diRoute gonkeH
6bITb HACTPOEH COOTBETCTBYHOWMM ob6pasom. B npouecce paboTbl BO3IMOXKHO WM3MEHATb HACTPOWMKM,
o6bHoBNATb N0, TecTMpoBaTh M TaK Aganee.

Mocne Bxoma B Web-nntepdeiic npombiwneHHoro 3G mapuwpyTtusatopa Mo3mutpoH VR Bbl moxkeTte

CKOHUrypnpoBaTh ero, caeaya HalrMm peKomeHaaumnam.

3.2 YcTaHOBKa coeAUHEHUA

3.2.1 CuctemHble TpeboBaHUA

MNepen Hactpoikoi 3G poytepa MMosutpoH VR diRoute, KomnbtoTep u SIM-KapTa A0/KHbI 6bITb
noAroToBAEHbI CAeyoWwmum obpasom:

MK c noaaepxkoi TCP\IP, ceTeBoit KapToit u:
1. 1E6.0 nau Bblwe
2. TMNopapaeprKKoi paspelleHns skpaHa 1024x768 nuKkcenemn

PekomeHayeTca ycTaHOBUTb SIM-KapTy B yCTPOMCTBO Nepes KOHPUrypupoBaHUeM.

3 amevaHue:
Bbl moxeTe KoHbUrypumpoBaTb Npnbop 6e3 SIM-KapTbl, 0aHaKo, 6e3 Hee BbIxo, B ceTb MHTepHeT
HEBO3MOXEeH.

11
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Mpeaynpexxae Hu e :

HuKorga He BcTaBnaiTe U He nsBnekanTte SIM-KapTy npy NOAKAOYEHHOM NUTaHMK. Bawa SIM-KapTa
MOXKeT 6bITb NoBpeXKAEHa.

Mpeaynpexxae Hu e :

MeTannuueckuii Kopnyc mapLupyTtusaTtopa MNosmTtpoH VR diRoute aonxeH 6biTb HaAeKHO 3a3eM/ieH
ons obecneyeHumsa cTabuabHOM M 6e3onacHoOM paboThbl.

3.2.2 NMoaknoueHue

3.2.2.1 NMpamoe nogkntoyeHue K MK

Mcnonb3ys ceteBol Kabenb, nogknoumte MK Hanpamyto K Ethernet-pasbemy maplupytusatopa
MosutpoH VR diRoute:

<

Puc. 3.2.2.1: MeTog, nogkntouyeHua 1

3ameyaHune: 3G poytepbl Mo3utpoH VR diRoute cHabxeHbl pasbemamu Ethernet ¢ aBTomatTuueckum
onpeaeneHuem NPAMoro Wam nepeKkpecTHoro (cross) NoAKAOYEHHU .

3.2.2.2 NoaKntoueHue K JIOKa/IbHOM ceTu
Echn Heobxoaumo nogknoumMTb mapwpytnsatop MosutpoH VR diRoute K mmetowleica NOKanbHON ceTn

yepes KOMMYyTaTop, TO c/eayeT COeAMHUTb ceTeBbiM Kabenem Ethernet-nopt kKommytatopa wm LAN
Ethernet-nopt mapwpyTtnsatopa MosutpoH VR diRoute.

12
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S h ¢

Puc. 3.2.2.2: MeTopg noaknto4eHua 2

3.2.2.3 MoakntoyeHne ¢ NOMOLLbIO NOCNeA0BaTeNIbHOro NopTa

NocnepoBaTenbHbIN MHTEPdENC

MocneposatenbHbln nHTEpderic (CONSOLE) moxkeT 6biTb MCNOb30BaH ANA KOHPUIYpPUPOBaAHUS
Yyepes KOHCONb UK NPO3PaYHON Nepesaym AaHHbIX NOCAe0BaTeIbHOIO NOpTa No cetu Internet.

MopKntouyeHUe aHTeHH

NmeeTca 2 ctaHaapTHbIX 50Q/SMA-pa3bema («po3eTKa»). B HeKoTopbix ciyyas TpebyeTca
rpo303alimTa A5 aHTEHH. Bbl MOXKeTe BKAIOUYNTb rP0303aluunTy B pa3pbiB, MeXAy aHTEHHOMN U
pasbeMoM.

BHumaHue:

Mpubop cnegyeT pacnonaraTb BAAM OT UCTOYHUKOB TENNa;

Mpunbop He cneayeT pasmeLLaTb BO BAAXKHbIX MW NblNbHbIX YCN0BUSAX;

MNpunbop ponxeH ObITb YCTAaHOB/EH BAA/IM OT YCTPOMCTB, BbI3bIBAIOLLMX PALMONOMEXMU;
ObpawaliTe BHUMAHME Ha YroN U NO3ULMIO aHTEHH, YbeaunTech, YTO OHW HanpaBs/eHbI
NpaBW/IbHO, HE NOMELLLANTE ee B MEeTaNlZINYECKUIN KOXKYX.

AN e
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3.2.3 KoHdurypmuposaHue no cetu

H606XO,CI,VIMO HAaCTpOUTb MapameTpbl CeTeBOro noAKNHYEHUA Ha MK. B Kavectse npumepa
pacCmaTpmnBaeTCA cnocob6 NOAKNHOYEHUA K VIMEI-OIJ.I,EVICH ceTun.

1. KoHdwurypaumsa MK

Boliante B «[MaHenb ynpaBneHus», HanauTe apabik «CeTesble noakntoveHma» (Network Connections) u
KAWKHUTE ABafbl, Bblbepute «[oaktOYeHNE MO /IOKA/NbHOM CEeTU», TO, KOTOPOEe OTHOCUTCA K TOWM
CeTeBOM KapTe, KOTOpasA BKAKOYEHA B Ty }Ke CETb, YTO M MapLIpyTM3aTop. CMOTPUTE PUCYHOK.

File Edit Miew Favarites Tools  Advanced  Help

\_’;.' \_/I Lﬁ ;j Search H Folders v

Address | & Metwork Connections

Connected, Firewalled

"
Local Area Conneckion

s

Disabled, Firewalled

Metwork Tasks

Create a new conneckion

) Set up a home o small
" office netwark

& Change Windows Firewall

kb

Puc. 3.2.3-1: CeteBoe nogkntouveHue MK

Boliante B CBOMCTBA MOAK/IIOYEHUA NO NOKANbHOM CETU, ABaXKAbl LLENKHYB IEBOM UM HAXKaB OAMH
pa3 npaBoW KHOMKOW M BblbpaB NyHKT CBOMCTBA.
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Bbibepute Internet Protocol (TCP\IP) 1 wenkHute Ha KHonKe ceoiicTea (Properties).

-i- Local Area Connection Properties

General | Authertication | Advanced |

Connect using:

ES Marvel vukon 85ER071 PCI-E Gigabi

Thiz connection uzes the following items:

S Metwork, Monitor Driver w
% DDK PACKET Protocol
S Internet Protacol [TCRAIP)
"
[il 1l ] m

Irstall... rinztal

Deszcription

Tranzmizzion Control Protocol/Internet Protocol. The default
wide area network, pratocol that provides communication
acrozs diverze interconnected nebwarks.

Show icon in notification area when connected
Matify me when this connection has limited or no connectivity

] ][ Cancel ]

Puc. 3.2.3-2: CBOM1CTBa NOAK/IOYEHUSA

| Internet Protocol (1CPAIPY Properties

General |

Yaou can get |P settings assigned autamatically if pour nebwark, supparts
thiz capability. Othersize, you need to azk your network, administrator for
the appropriate IP settings.

(") Obtain an IP address automatically
{#) Use the fallowing IP address:

IP address: [192.168. &8 . 7 |
Subnet mask: | 255 . 285 285 . 0 |
Default gateway: BRI

Obtain DMNS server address automatically

{(#) Use the fallowing DMS server addresses:
Prefered DNS server: | 202. 96 .134.133 |

Alternate DMS zerver: | . . . |

l Ok, I[ Cancel ]

Puc. 3.2.3-3: TCP/IP-cBoicTBa
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MeTopa 1: Obuian KoHbUrypauus
3TOT MeToA, BpeMeHHO npepbiBaeT cBa3b mexay K u ceTbto. [MapameTpbl A1a BBOAA YKa3aHbl HUMKE.

IP agpec: 192.168.8.* (* o3HauyaeT ntob6oe 3HayYeHme oT 2 fo 254)
Macka noacetu: 255.255.255.0
LWnto3 no ymonyanuio: 192.168.8.1

3anomHuTe:

MapameTpsbl ceTeBoro agantepa Mo3utpoH VR diRoute no ymonyaHumio:

IP agpec: 192.168.8.1

Macka noacetu: 255.255.255.0

MNapameTpsbl ayTeHTUOMKaumm Mo3uTpoH VR diRoute no ymonyaHuio: Umsa nonb3osatens (Login): admin
Maponb (Password): admin

MeTog, 2: [lononHuTeNnbHasa KOHUrypauma

Ecnv Henb3sa npepbiBaTh cBA3b MK ¢ ceTbio, 406aBbTE HACTPOMKN AN NOAKNIOUEHMSA, HAXKaB Ha KHOMKY
HdononHutensHo (Advanced). Hanpumep:

Rdvanced TCPIIP

IP Settings | DMS | WINS | Options
IP addreszes
IP addrezs Subnet mask
192168.8.7 2h5. 255, 255.0
add.. | [ Edit. | [ Femove |
Drefault gateways:
Gateway M etric
192.168.8.1 Autornatic
sdd. ||  Edit. || Femove
Autornatic metric
[ (] H Cancel ]

Puc. 3.2.3-4: PaclumpeHHasa KoHdurypauma cBoicTs npotokona TCP/IP

HaskmuTte KHonKky Job6asutb (Add) B pasaene IP-agpeca (IP addresses) n B okHe TCP/IP-aapec BBeaute
pobasnsemblii agpec.
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o i 75

IP address: 192 168 . 8 . 7

Subnet mask: ZRh 0 2RE 2R 0

L 1] J [ Cancel

Puc. 3.2.3-5: TCP/IP-agpec

Mo okoH4YaHuMM BBOAA HaxXmuTe OK. Mapuwpytnsatop MosutpoH VR goctyneH c sawero K.

3ameyaHue:

Kak nokasaHo Ha Puc. 3.2.3-3, OcHoBHolM wnto3 (Default gateway) 3aBuMcMT OT TOro, Yepes Kakoi
MmapLpytmsaTtop MK nonyyaet Bbixos B UHTepHeT.  Ecan Bbl MCNO/Ib3yeTe MapLupyTUM3aTop JIOKA/IbHOM
ceTM AnA BbiIxoga B WHTepHeT, TO 3TO Noje He cneayeTr U3MEHATb, HO, eC/IM Bbl XOTUTE BbIXOAUTb B
NHTepHeT, ucnonb3ysa [Mo3sutpoH VR diRoute, cneayetr ykasatb ero |P-agpec B gaHHom none. [lo
ymondaHuto: 192.168.8.1.

2. [lposepKa cetn

B LUlar 1: npoBepkKa IP-koHPUrypaumm
Ncnonb3ys yTManTy KomaHgHOW CTpoKu ipconfig cnepyet ybeamTbea, npaBuabHO v NpuceoeH IP-agpec.

C:\>ipconfig
Windows IP Configuration

JloKanbHoe noaKatoyeHune K Ethernet-agantepy:

Connection-specific DNS Suffix. :

Auto configuration IP Address .. .: 192.168.8.7
Subnet Mask ...........:255.255.255.0
Default Gateway .........:192.168.8.1

B Ular 2: NposepKa NnogKkAOYeHUA
Mocne Toro, Kak HacTpoliKa ceTu 3aBeplueHa, nogxntodeHne MK-mapwpytusatop MosutpoH VR diRoute
MOXHO NPOBEPUTb C MOMOLLbIO KoMaHAbl PING 13 KOMaHAHOM CTPOKM:

Ping 192.168.8.1

Cnepytowwan nHGopmMaLma NOABUTCA Ha SKPaHeE:
Pinging 192.168.8.1 with 32 bytes of data:

Reply from 192.168.8.1: bytes=32 time=2ms TTL=64
Reply from 192.168.8.1: bytes=32 time=2ms TTL=64

MonyyeH oteeT ot MosutpoH VR diRoute (Reply from 192.168.8.1), 3Hauut, MK (KOHOUTYpuMpytowmii)
cooTBeTcTBylOWMM 06pa3om MNoAKAYeH K ycTpolictBy MMo3uTpoH VR diRoute M MOXKHO npogonkaTb

HACTPOWKY.
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3.2.4 Bxopa, B cuctemy

OTKkpoiite WHTepHeT-6paysep M BBeAUTe B aapecHoW cTpoke agpec MosutpoH VR (no ymonyaHuio:
192.168.8.1).

|&] http:1192.168.8.1

Puc. 3.2.4-1: Aapec maplpytmsatopa No YMOAYaHUIO

Danee Tp66y8TCF| BBECTU OaHHbIE ONA BXOAa B CUCTEMY!

Connect to 1Y 168, 8.1

=

—

Hl
A

User narme: € admin M
Password! o

Remember my password

I Ok I [ Cancel

Puc. 3.2.4-2: Bxopa B web-uHTepoeiic
Mo ymonyaHuio (Mpy NOAKAOYEHUN B NEPBbI pa3) yYeTHble AaHHble caeaylolme:

=  mA nonb3osaTtensa: admin
=  [aposb: admin

BBeaunTe KOppeKTHble AaHHble A/1A BXOAa B MHTepdeic KoHpUrypaTopa.

3.3 Web-KoHpurypartop

Poytepbl Mo3utpoH VR diRoute KoHourypupytotca npu nomowm web-uHtepdeiica. Web-nnHrepoeiic
npegocTaBaseT yaobHble M NpocTble CPeAcTBa KOHPUIrypauumu, Mo3TOMy PEKOMEHAYeTCs HacTpauBaTb
npubopbl TaKNM o0bpasom.

Mogakntounte MK K mapwpyTrMsaTopy, 3anyctute 6paysep 1 Bce roTOBO 411 HACTPOWKK poyTepa.

18



=~

MOoO3IMT PO
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3.3.1 O6buwee

Bbibop TOM MAM WMHON GYHKUMM ANA  KOHOUIYPUPOBaAHMA OCYLLECTBAAETCA LIE/YKOM
MbILUM Ha COOTBETCTBYIOLLLEM NYHKTE MEHIO B BEPXHEN YacTM 3KpaHa.

Puc. 3.3.1: [naBHaa cTpoKa meHto
Ha rnaBHOM CTpOKe MeHI0 NpeaCcTaBAeHbl CeaytoLme rpynmnbl HACTPOEK:

Cetb (Network)

MpunoxeHua (Applications)
BupTyanbHble yacTHble ceTh (VPN)
MepeHanpasneHue (Forward)
BesonacHocTb (Security)

Cuctema (System)

CocTosHue (Status)

DYHKUMM KHOMOK:
=  CoxpaHuTb [Save]: coxpaHeHWEe U NPUMEHEHUe KOHPUrypaumu;
=  OtmeHa [Cancel]: oTMmeHa n3meHeHU 6e3 coxpaHeHus;
= 06HoBUTb [Refresh]: obHOBNEHME cOObLIEHUI/MHPOPMaLMMN OKHa;
= Hasag [Return]: Bo3BpaT K NpeaplayLLeMY OKHY.

3.3.2 CeTb (Network)

Mpwu Bbibope nyHKTa meHo CeTb (Network) noasuTca noameHto, cogeprkallee caeaytolme nyHKTbI:

=  JIBC (LAN)

= Moagem (Modem)

= Bblibop napameTtpos (Parameter Select)
=  Tun noaxntoyeHua (Connection Type)

= DHCP Cepsep (DHCP Server)

Network

LAN Maodem Parameter Select Connection Type DHCP Server
Puc.3.3.2 Cetb (Network)

3.3.2.1 /1BC (LAN)

B noameHto rpynnbl HacTpoek JlokanbHas ceTb (Local Network) wenkHute Ha nyHkTe J1IBC (LAN),
nocsne 3Toro NOABMUTCA OKHO KoHurypaumm JIBC:
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LAM Modem Farameter Select Connection Type DHCF Server
Host Mame |Ru:uuter | # Max length is 32
P1 |192.165.109.1/24 |* eg. 192.163.8.1/24
Ip2 | |
IP3 | |
P4 | |
Save Refresh

Puc.3.3.2.1 OKHO KoHdurypaumm LAN

[aHHOe OKHO COAepKUT cneaytoLme HacTPOMKu:

Ums ycTporictea [Host Name]: YcTaHOBKa MMeHM MapLupyTusaTopa.
IP-agpec Neol [IP1]: YcTaHOBKa nokanbHoro IP-aapeca.

IP-agpec Ne4 [IP4]: YcTtaHOBKa noKanbHoro IP-agpeca.

3.3.2.2 WAN

B noameHto rpynnbl HacTpoek CeTb (Network) nepeiiamTe Ha Bknaaky WAN.

LAMN WAN Modem WiFi Parameter Select Connection Type Link Badkup DHCP Server

Connection Type StaticIP -
IP |192.168.1I3.1,r'2—1 *eg, 192.158.10,1/24

Puc.3.3.2.1 OKHO KoHdpurypaumm WAN

3.3.2.3 Moaem (Modem)

B noameHto rpynnbl HacTpoek CeTb (Network) nepeiiamTe Ha BKnaaky Mogem (modem).
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LAN WAN Madem WiFi

modem1

Interface
Mame

DHCP Server

Link Badkup

Connection Type

SIM 1 Iﬁ—lﬁ_lﬁ_ oi|

card

modem2
Interface Service
Mame Code Username ._1|n'|-:..—:rd Operation
card svi ([0 (B [ B | B3
Add Refresh

Puc. 3.3.2.3-1 Mogem (modem)

modem1: KoHpurypuposaHume SIM1
modem2: KoHpUrypuposaHue SIM2

Tekywme HacTpoku. Aeicreuma (Operation):

Mod (modify): nsmeHenue;
Del (delete): ynaneHue;
En (enable): BkntoueHue;
Dis (disable): oTkntoueHue;
Add — nobasneHue SIM ID;
Refresh - o6HoBNEHME MHPOPMALUN.
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PyKkoBopgcTBO nonb3osatens: 3G poyrtep MosutpoH VR diRoute

WAN Modem WiFi Parameter Select Connection Type Link Backup DHCF Server

Auto-Dizlup Enzbe [Disabie

Basic Settings
Interface Mame | * Max length is 12
Maodule Type
APN | Max length is 64
Service Code | Max length is 64
Username |card Max length is 64
Password [snee Max length is 64
Metwark Type autn  x
Advanced Settings

o

Puc. 3.3.2.3-2: MNoakntoyeHMe K COTOBOM CETU

ABTOoMaTnyeckoe nogkatodeHne [Auto-Dialup]: BkAloyeHME WAM OTKAOYEHWE aBTOMATUYECKOro
NOAK/IIOYEHUNS K COTOBOM CETHU.

OcHoBHble HacTpoiiku [Basic Settings]:

Nmsa untepdelica [Interface Name]: Beoa umeHu nHtepdelica.

Mma Toukn goctyna [APN]: YcTaHOBKA MMEHM TOYKM AOCTyna Aaa NOAKNHOYEHUA K

cetu.

Mms onepatopa [Service Code]: YcTtaHOBKA WMeEHM pAaa COTOBOTO

onepaTopa.

Mma nonb3osatensa [User Name]: YcTaHOBKa MMEHM No/ib30BaTeNa AN1A NOAKAOYEHNA K

cetu.

Maponb [Password]: YcTaHoBKa Naposia aaa NOoAKAHYEHUA K CETU.

Tun cetn [Network Type]: auto (aBTomatnuyeckmuit Bbibop cetn), default (no ymonyanumio) unm Tonsko
onpeaenéHHo 3aaHHasA CeTb.

JononHutenbHble HacTponku [Advanced setting]: YctaHoBKa AONOAHUTENBbHBIX HAaCTPOEK
noaknoueHus (cm. puc. 3.3.2.2-3).

3ameyaHue:

Mogem o3HauaeT BCTpoeHHbIN B Mo3utpoH VR diRoute 2G/3G-moaynb
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Mcxoaa U3 BO3MOMKHbIX Pasivunii peannsaumii npoTtokoia PPP y pasHbIX MOBGU/IbHBIX ONepaTopos,

Authentication
CHAP

PAP
MS-CHAP
MS2-CHAP

EAP

Compress
Compression Control Protocol

Address/Control Compression
Protocol Field Compression
Y1 TCP/IP Header Compress

Connection-ID Compression

More
Debug

Peer's DNS
LCP Interval
LCP Retry
MTU

MRU

Local IP
Remote IP

Professional

nomppe: Disable Microsoft Point
to Point Encryption.

mppe required; Enable Stateful
Microsoft Point to Point Encryption.
mppe stateless: Enable
Stateless Microsoft Point to Point
Encryption,

nodeflate: Disable Deflate
compression entirely.
nobsdcomp: Disables BSD-
Compress compression.
default-asyncmap: Disable
asyncmap negotiaton.

® Megotiation O Disable
O] Megotiation (O Disable
® Megotiation O Disable
® Megotiation (0 Disable

® Megotiation (0 Disable

O Require (%) pisable
O Require (%) pisable
O Require &) Disable
O Require &) Disable
O Require &) Disable

@ Enable O Disable
& Enable O Disable

30 |1-5125

|s |1-512

| | 128-16384
| 128-16384

|
| |eg. 192.168.8.1
|

Save Return

Puc. 3.3.2.2-3: lono/HUTE/IbHbIE HAaCTPOMKM

|eg. 192.168.8.254

PyKkoBopgcTBO nonb3osatens: 3G poyrtep MosutpoH VR diRoute

MapLpyTU3aTOpP A0/IXKEH BbITb KOPPEKTHO HACTPOEH. [LONOHUTEIbHbIE HACTPOWKKM PPP-coeamHeHms
CNYKaT A8 HAaCTPOMKM CrieumanbHbIX onumii npoTokona PPP.
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O6bIYHO, He TpebyeTca U3MeHATb A0NO/IHUTE/IbHbIE HAaCTPOMKKN NpoToKkona PPP. YT1obbl
BHOCWUTb B AlaHHbI€ HACTPOMKN U3MeHeHUs, HeobxoamMmo obnaaath ryboKkMmmn
3HAaHMAMM NPOTOKO/A U, BO3MOXKHO, MHPOPMALMOHHOW NOALEPIKKOM CO CTOPOHDI
Mob6UAbHOrO onepaTopa. Bo3amoXKHO, BamM NOHaA06OUTCA HECKOIbKO MOMbITOK A5
BblbOpa Hanbonee ygauHomn KoHbUrypauuu.

AyteHdukauma [Authentication]:

Bua ayteHTudunKaumm [CHAP, PAP, MS-CHAP, MS2-CHAP, EAP]: YcTaHoBKa cnocobos
ayTeHTUOMKaLmm

Cxkatmne [Compress]:

MpoTtokon ynpasneHue cxkatuem [Compression Control Protocol]: BKatoueHne namn oTkatoueHne
NPOTOKO/1a YNPaBAEHUA CHATUEM.

C:kaTue agpecHon uau ynpasnsatouiein nibopmaumum [Address/Control compression]: BkaoueHue
nnm

OTKJ/IIOYEHME COMNAcOBAHUA CXKATMUA aapecoB U ynpasaaowein nHbopmaumu.

CxkaTune nona npotokona [Protocol field compression]: BkatoueHne nam oTKAOYEHME COrnacoBaHuUs
CXKaTmA Noaa NPoToKona.

C:katue 3aronoska TCP\IP metogom Van Jacobson [VJ style TCP/IP header compress]: BkitoueHne
nnu

OTK/tOUYEHMe cxKaTue no metoay Van Jacobson 3aronoska TCP/IP.

CxaTne naeHtnomkatopa coeanHenma [Connection-ID compression]: BKatoueHMe nam oTkAoYeHne
CXKaTUS MAEHTUPUKALMOHHOTO HOMEpa CoeANHEHMA.

[ononHutrenbHo [More]:

Otnagxa [Debug]: BkntoueHMe nam oTKAKOYEHME 3annCcKU 0TAAA0YHON MHbOPMaUmK.
Ucnonb3oBaHne DNS-cepeepa onepatopa [Peer's DNS]: BKatoueHWe nam oTKAKOYEHUe

paboTbl yepe3 DNS-cepBep onepartopa.

NHTepsan otnpasku LCP-Echo coobuwenunit [LCP Interval]: YcTaHoBKa uHTepBana otnpasku LCP-Echo
coobLWEeHNN.

MaKcuMmanbHOE KONMYECTBO HeyaauHbIX NonbIToK [LCP Retry]: YcTaHOBKa MakcMManbHOoO
KOJINYecTBa HenoJlydyeHHbIx oTBeToB Ha LCP-Echo coobuieHus, nocne KoToporo coeaHeHue byaet
CUYMTATBLCA PA30PBAHHbIM.

MaKcumanbHbIA pasmep nepedaBaemoro 610Ka pgaHHbix [MTU]: YcTaHOBKa MaKCMManbHOrMoO
pasmepa nepeaaBaemoro 6710Ka AaHHbIX.

MaKcumanbHbIA pasmep npuHMMaemoro 6s0Kka gaHHbix [MRU]: YcTtaHOoBKa MaKCMManbHOTO
pasmepa npuHMMaemoro 6/10Kka AaHHbIX.

JNokanbHbil IP-agpec [Local IP]: YcTaHOBKa nN0KanbHOro agpeca coeAnMHEeHUsA TOYKa-TO4Ka.
YaaneHHbitt IP-agpec [Remote IP]: YctaHoBKa IP-agpeca yaaneHHON CTOPOHbI COeAMHEHNS TOUKaA-
TOYKa.

MpodeccuoHanbHble (3KCNepTHble) HAaCTPOKK:

nomppe: oTkaodeHne MPPE-wndposaHua (Microsoft Point to Point Encryption).
mppe required: BkatoueHue stateful MPPE-wmndpoBaHus.

mppe stateless: BkatoueHue stateless MPPE-wndpoBaHus.

nodeflate: oTkntoueHne deflate-cxkaTtna.

nobsdcomp: oTkntoueHme BSD-cxaTus.

default-asyncmap: oTkAt04eHMe cornacoBaHMa asyncmap.
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3.3.2.4 Wi-fi

Madem WiFi Parameter Select Connection Type Link Badkup DHCP Server

WIFI Status | Eniblz JDisable |

Basic Settings

551D | * Max length is 32
Wirgless Mode lﬂ

Metwark Mode bgn -

Channel auto -

Bandwidth 20MHz -

0BS5S Coexistence * Ensble ¢ Disable

Broadcast Status * Ensble ¢ Disable

Wireless Encryption

Security Mode Wep -
Encryptian & bits ASCII -

YWEP Shared Key

o e |

Puc. 3.3.2.4: WiFi

&

WiFi [WIFI Status]: Bkntountb/otkatounts WiFi.

OcHoBHble HacTpoiiku [Basic Settings]:

SSID: YctaHoBKa umeHn WiFi.

Pexkum [Wireless Mode]: YcTaHoBKa perkuma paboTtbl WiFi.

KaHan [Channel]: Bbibop KaHana noaKkAo4eHus.

LWnpwuHa KaHana [Bandwidth]: YcTaHoBKa WKMpKHbI KaHana (Hanpumep, 20MrL)
[OBSS Coexistence]: BkitoueHo/OTKAOUYEHO.

[Broadcast Status]: BkitoueHo/oTKAO4UEHO.

[Wireless Encryption]:

Perkmm 6esonacHoctu [Security Mode)]: YcTaHOBUTb perkmnm 6e30nacHoCTHU.
LWndposaHue[Encryption]: Bbibop npoToKkona WwWndpoBaHus.

Kntou [WEP Shared Key]: Beog, WEP-kntoua.
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PyKkoBopgcTBO nonb3osatens: 3G poyrtep MosutpoH VR diRoute

3.3.2.5 Bbibop napameTpos (Parameter Select)

LAN WAN Modem WiFi

Running
Interval Retry Times Timeaout Operation

Connection Type Link Backup

Refresh

Job6aBuTb HOBOE NpaBmIo - «Add».

Puc. 3.3.2.5-1 OkHo HacTpoek «Parameter Select» (Bbibop napameTpos)

LAN WAN Modem WiFi

[ Rueteme | hame | checkWetod | operaten |

Connection Type Link Backup

Status

Basic Settings
Rule Mame

Interval
Retry Times

Running Timeout

select an interface to check
Interface Mame

Check Method

| * 08
|so *1-5128
|z *1-512
| 1-65535 5

Imndem i vI

state ik

Add

Puc. 3.3.2.4-2 MNapameTpbl «Parameter Select»

CoctonaHue [Status]: BKAOUUTL/BbIKAOYUTL NPABUAO.

basoBble HacTpoiKu [Basic Settings]:

Mmsa/Homep npasuna [Rule Name): YcraHosKa ID npasuna ot 0 go 9.

MHTepBsan [Interval]: YcTaHOBKa MHTepBana NpoBepKMU.

Yucno nonbitok [Retry Times]: YcTaHOBKa Ync/ia NOMbITOK.
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Taim-ayT 3anycKka [Running Timeout]: YcTaHOBKa CpoKa AeNCTBUA TeKkyLero npasuna. Koraa
CPOK MUCTEYET, MapLIPYTM3aTOP MEPEKIYNTCA Ha CeaytoLlee NpaBuiIo.

Bbibepute uHtepodeiic ana nposepku [select an interface to check]: ms
nHTepdelica [Interface Name]: Boibop nHTepdeinca gns nposepkn. Metoz
nposepkn [Check Method]: state (ctatuyeckunin pexkum) namn ICMP.

3.3.2.6 Tun nogkntoueHuna (Connection Type)

Ha Bknaake Cetb («Network») Bbibepute Bknaaky «Tun noaknoveHua» (Connection Type) ans

ycTaHoBAeHuA UHTepHeT-coeamHeHus. MoapobHee:

Modem WiFi Parameter Select Connection Type Link Backup DHCF Server

Work Mode m
Default Route lm
DS Type [Interface = |
Interface Mame lm

o P e

Puc. 3.3.2.6 OKHO HaCTPOMKM NoAKAOYEHUA

OcHoBHoW (wTaTHbIN) pexnm [Work mode]: Pexkum wnto3a no ymonyaHuio (gateway). Takxke
[OCTYNEH peXnm maplipyTmsatopa (route).

MapLwpyT no ymonuaHuto [Default Route]: Bbibop mapLupyTa No ymonyaHuto.

Tun DNS [DNS Type]: Boibepute untepoelic (Interface) unum gpyroii (customize) DNS.

Nma nutepdeiica [Interface name]: Ecaun 3agaH «tmun DNS» Kak Interface, Heobxoanmo BBeCTU MMSA

nHTepdelica.

3.3.2.7 Pe3epsupoBaHue (Link Backup)

B noameHto rpynnbl HacTpoek CeTb (Network) nepeiiante Ha Bknaaky Link Backup (pesepsupoBsaHue).
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LAN WAN Modem WiFi Parameter Select Connection Type Link Badkup DHCP Server

Status Enzble Joisabic

Backup Mode m

Main Link [modem =]

Backup Link m

Check TP | * eg, 192,168.3.1
Maormal Interval | # 165535 5
Retry Times | 1-65535

Failed Interval | 1-65535 5

Switch Mode none -

Puc. 3.3.2.7: Link Backup

[Status]: BKAOUMTb/BbIKNHOUYNTL Pe3epBMpPOBaHNE KaHana nepeaayn AaHHbIX.

Pexxum pesepsupoBaHus [Backup Mode]: Bblbop pexuma pesepBupoBaHuA:  «cold»
(«xonogHoe») 03Ha4aeT, YTO pe3epBHOE COeAMHEHME BbIK/OYEHO, «hot» («ropayee») - BKAOYEHO
KaK OCHOBHOE (pe3epBHOE coeaNHEHWNE aKTUBHO).

OcHoBHoe coeanHeHue [Main Link]: Bbibop ocHOBHOro coeguMHeHus.

PesepBHoe coeanHeHue [Backup Link]: Bbibop pesepBHOro kaHana nepegayum gaHHbIX.

IP-agpec [Check IP]: YcTaHoBKa IP-agpeca ana npoBepKu.

HopmanbHbii uHTepsan [Normal Interval]: YcraHoBKa uHTepBana ICMP-nakeToB, Korga
coeanHeHMEe CYMTAETCA HALEKHbBIM.

Yncno nonbiToK [Retry Times]: YcTaHOBKa YMc/ia NOMbITOK OTNPaBKU NAaKeToB.

NHTepsan [Failed Interval]: YctaHoBKa WHTepBana otnpaBku ICMP-naketoB, Koraa coeguHeHue
pa3opBaHO/HecTabuNbHO. 3HaYeHWe cneayeT YKasbiBaTb MeHbLUEe, YeM KHOPMAJIbHbIN MHTepPBa».
Pexkmum nepekntoderma [Switch Mode]: Bbibop pexuma nepekntodenus: «None» nam «Time out».
Pexum «None» 03Ha4aeT 3KBMBAJIEHTHbIE KaHa/bl Nepesayn AaHHbIxX; «Time out» - aBTOMaTU4Yeckoe
NepekIoYeHNe MeXKAY Pe3epBHbIM U OCHOBHbIM COeAMHEHMEM MO TaliM-ayTy. PesepBHbI KaHan
aKTMBEH TONbKO TOrA4a, KOrga OCHOBHOMW He ¢yHKUMoHupyeT. WM Kawaplh pas, Koraa
BOCCTAHaB/IMBAETCA OCHOBHOM KaHan nepesayn AaHHbIX, poyTep Nepekto4aeTcss Ha OCHOBHOM KaHai.

3.3.2.8 DHCP-cepBep (DHCP Server)

Ha Bknagke «CeTb» («Network») nepeiaute Ha Bknaary «DHCP Server» ans koHourypuposaHus DHCP-
cepsepa.
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PykoBopacTBO nonb3osatens: 3G poyrtep MosutpoH VR diRoute

WWAN Modem WiFi Parameter Select Connection Type Link Backup DHCP Server

DHCP Server m M

Basic Settings

IF Pool bro -

Gateway Type default -

DNS Type default -

Lease Time |3E-IZIIZI * 120-86400 s

P | * g, 182,163.8.1

MAC | * eg, 00:1A:4D:34:61:3E

L r ¥ wmc | operatin

Puc. 3.3.2.8 OKHo KoHurypaumm DHCP-cepBepa

DHCP-cepsep [DHCP Server]: BkntoueHue [Enable] n otkntoueHune [Disable] DHCP-cepBepa.
OcHoBHble HacTpoiiku [Basic Settings]:

Myn IP-appecos [IP Pool]: YcTaHoBKa nHTepdeica, U3 gManasoHa KOTOPOro BblAaloTCA agpeca.
LWnto3 [Gateway Type]: YcTaHOBKaA LWAKO3a 4/19 aBTOMATUYECKON HAaCTPOMKM KNMEHTOB.

Tun DNS-cepBepa [DNS Type]: YcraHoBKa DNS-cepBepa 419 aBTOMaTUUYECKOM HAaCTPOMKM KNNEHTOB.
Bpemsa apeHabl [Lease Time]: YcTaHOBKa BpemeHU apeHabl BbiaaHHOro IP-aapeca. 3agaétca B
nHTepsane 120...86400 cekyHA.

KoHourypauua ctatmyecknx npmeasok DHCP:

[IP] — ycTaHoBKa IP-agpeca.

[MAC] - ycTraHoBka MAC-aapeca.

Job6asutb [Add] -gobaBneHme ctatuyeckmx npusAsok IP-agpeca K MAC-aapecy KAneHTa.

CoxpaHuTb [Save] — coxpaHeHuMe aaHHOM KoHpurypaumm DHCP-cepBepa.
O6HoBuUTb [Refresh] — obHoBNEHNE MHPOPMaLMKM 0 KoHPUTypaunmn DHCP-cepsepa.
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3.3.3 NpunoxkeHusa (Applications)

Mpu Bbibope nyHKTa meHio MpunoxeHua (Applications) noasuTca noameHio, coaepskatlee
cneayowme NyHKTb:
= [lpoBepkKa noakntoyeHusa ICMP-naketamm (ICMP Check)

= [lpoBepKa nHtepdelica (Interface Check)

= uHamunyecknit DNS (DDNS)

= [locnegoBatenbHbiii nopT (DTU)

= SNMP

= M2M

=  PacnucaHue (Timing)

= AKTMBaUMA no TpebosaHuo/cobbituio (Wake Up)

Applications

ICMP Chedk Interface Chedk DDMS oTu SHNMP M2M Timing Wake Up

Puc. 3.3.3 BKiiagKa meHto KoHourypaTopa «MpuaosKeHua»

3.3.3.1 NMposepKa noaknoueHna ICMP-naketamum (ICMP Check)

B noameHto rpynnbl HacTpoeK MpunoxkeHusa (Applications) BbibepuTe Mposepka ICMP-naketamu
(ICMP Check), oTkpoeTca cneaytollee OKHO KOHGUTypaumu:

ICMP Chedk Interface Chedk DDNS o SHNMP MZM Timing Wake Up

ICMP Check Service |=rnzilz Joisable

Basic Settings

Destination IP or Domain | * Max length is 64

|
Retry Times | | * 1-65535
|

Mormal Interval | * 1-65535 8
Source Type
Failed Interval | |+ 1655355

Puc.3.3.3.1 KoHdurypaums nposepku noakntodeHuns ICMP-naketamum

ICMP-npoBepka [ICMP Check Service]: BkntouyeHMe nam oTKAOYEHNE NPOBEPKU.

OcHoBHble HacTpoiiku [Basic Settings]:

IP-agpec HasHayeHuA uam gomeH [Destination IP or Domain]: BBog agpeca ons npoBepKu.

Yucno nonbitok [Retry Times]: Yncno noBTOPHbIX NONbITOK 0TNpaBKkM ICMP-naKeTos.

HopmanbHbiii nHTepBan [Normal Interval]: YctaHoBKa MHTepBana oTnpaBKM 3anpocos.

Tun ncTouYHKUKa [Source Type]: YcTaHoBKa ncxogHoro IP-agpeca ICMP-nakeToB.

Tanm-ayT oxxnaaHus oteeta [Failed Intervall: YctaHOBKa BpemMeHU OXKMAaHMA OTBETA, NO UCTEYEHUU

30



A PykoBopacTBO nonb3osatens: 3G poyrtep MosutpoH VR diRoute

MOoO3IMT PO

KOTOPOro, B C/ly4ae OTCYTCTBUA OTBETOB, MPOBEPKA BYAET CUMTATLCA HeyAauHOM.
[na coxpaHeHUa KOHPUrypaL MK HaxkMmnUTe «Save».
Ons o6HoBNEHUA nHPOopMaLmn — «Refresh».
3.3.3.2 NMposepKa uHtepodeicos (Interface Check)

B noameHto rpynnbl HacTpoek MpunoxkeHuna (Applications) BbibepuTe MpoBepka MHTepdelicos
(Interface Check), oTkpoeTcs oKHO KOHdUrypaumm:

ICMP Chedk Interface Chedk DDMS DoTu SHMP M2 Timing Wake Up

Interface Check ﬂ M

Basic Settings

Interface Mame

Flow Direction

Check Interval | |* 165535 5
Retry Times | | * 165535

Puc. 3.3.3.2 MNMpoBepkKa nHTepdelicos

MposepKa nHTepdelicos [Interface Inspecting]: BKatoueHMe UM OTKAKOYEHME NPOBEPKN NHTEPENCOoB.
Nma nutepdeliica [Interface Name): YcTaHoBKa npoBepsemoro nHTepdeiica.

HanpaBneHune noTtoka gaHHbIx [Flow Direction]: HanpaBneHue NoToKa AaHHbIX NPU NPOBEpPKe
(Hanpumep, npmném (receive)).

NHTepean nposepku [Check Interval]: YctaHOBKa MHTepBana NpoBepKM (B CEKYHAAX).

Yumcno noBTOpHbIX NonbIToK [Retry Times]: YcTaHOBKa YMcna NOBTOPHbIX NOMNbITOK.

3.3.3.3 AunHamuueckuii DNS (DDNS)

B mapuwpyTtusatope MosutpoH VR diRoute peanunsoBaHa nogaeprkka CEpPBUCOB AMHAMUYECKUX
cepBepoB wumeH (Dynamic DNS), uyTo no3BosAET MOAKAOYATLCA YCTPOUCTBY C  BHELWHUM
ANHamuyecknum IP-agpecom no SOMEHHOMY UMEHMU.

B noameHto rpynnbl HacTpoek MpunoxkeHus (Applications) WwenkHUTe Ha NYHKTe [MHaMUYECKUit
DNS (DDNS), nocnie 3TOro oTKPOEeTCA OKHO KOHGUrypaumm, npuseaeHHoe HUKe Ha puc.3.3.3.3.
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ICMP Chedk Interface Chedk DDNS oTu SHMP M2M Timing Wake Up

DDNS Service l=rzble Joisable |

Basic Settings

Service Provider

Server Port | 1-65535

|sername | * Max length is 64
* Max length is 64
User Domain

|

|
Pazzword | |

| | * Max length is 64

| |

Update Interval *120-86400 =

Puc.3.3.3.3 OKHO HacTpolikn auHammyeckoro DNS (DDNS)

HacTpoika anHamuuyeckoro DNS BkAtoUaeT B cebs:

BkntoueHne DDNS [DDNS Service]: BkatoueHne/oTkA0uEHUE UCNOAb30BaHUA AnHammudeckoro DNS.
basoBble HacTpoiiku [Basic Settings]:

Mposaiaep [Service Provider]: Boibop noctaswmka ycnyru: 88IP (www.88ip.net), 3322(www.3322.0rg);
oversea DDNS service provider: DNSEXIT (www.dnsexit.com), ZONEEDIT (www.zoneedti.com),
CHANGEIP (www.changeip.com), Dyndns (members.dyndns.org); Bbl moXKeTe BblbpaTb NyHKT ApYrou
(Custom) 1 BHECTM HACTPOMKM A5 CBOETO MNOCTABLLMKA YCAYF, €C/IM OH OTCYTCTBYET B CMIMCKE.

Moprt [Server Port]: YcraHoBKa nopta DDNS cepBepa nocTtaBwmKa ycayr. [lo ymon4aHuo Mcnonb3yeTcs
80- nopr.

Mma nonb3osatena [User Name]: YctaHOBKa MMeHM Nonb3oBaTens Aaa y4eTHOM 3anmcu.

Maponb [Password]: YcTaHOBKa naposia aaa y4eTHOM 3anmcu.

domeH [User Domain)]: YcTaHOBKa 4OMEHA NOCTaBLUMKA YCAYT.

NHTepBan ob6HoBneHun [Update Interval]: YcTaHoBKa MHTepBana o6HoBAeHMA MHpopmaumm ob IP-
ajpece ycTponcTea.

3.3.3.4 NocneposarenbHbiii nopt (DTU)

B noameHto rpynnbl HacTpoek MpunoxkeHus (Applications) BbibepuTe BKIagKy MocnesoBaTesbHbIM NOPT
(DTU), nocne aToro oTKpoeTcs OKHO KoHbUrypaumu. MNpumep okHa NpMBeAEH HUKE Ha PUCYHKE.
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ICMP Chedk Interface Chedk DOMS DTu SMMP M2 Timing Wake Up

OTU Service m M
Basic Settings
Work Maode Server W
Local Port | | * 1-65535
Protocol O 1cp ® uoe
Received Packet Max Length | | 1-65535
Received Timeout | | * 1-65535ms
RS232 Data Timeout | | * 165535 ms
Rs232 Setting
-
Parity
Databits
Stopbits
Flow control

Puc. 3.3.3.4 UHTepodelic DTU

MapameTpbl HACTPOWMKKM NOC/Ie0BaATE/IbHOIO NopTa:

ba3soBble HacTPoiiKu [Basic Settings]:

Mepepayva gaHHbIX NocnenosatenbHoro nopta [DTU Service]: BkaroyeHWe AN OTKIOMEHME Nepeaayn
AaHHbIX NOCNeA0BaTeIbHOTO NOPTA.

Pexxknm paboTbl [Work Mode]: Bbibop perxknma paboTbl: cepBep MaAn KAUEHT. JIOKanbHbIN

nopT [Local Port]: YctaHoBKa nopTa (a5 paboTbl B pexknme cepsepa). Npotokon [Protocol]:
Bbibop npoTokona gna nepegaun gaHHbix: TCP nan UDP. MaKcMmanbHbIA pasmep
npuHumaemoro naketa [Received Packet Max Length]: YcTaHOBKa makcmanbHOTo

pa3smepa NPMHMMAEMOro NakeTa.

Tanm-ayT npnéma [Received Timeout]: YcTaHOBKa TalM-ayTa NpUEMA AaHHbIX (B MUAUCEKYHAOAX).
Tanm-ayT gaHHbIX RS-232 [RS232 Data Timeout]: YcTaHOBKa Talim-ayTa AaHHbIX RS-232 (B
MWUANINCEKYHAOAX).

Hactpoitkn RS-232 [RS232 Settings]: YcTaHOBKa napameTpoB Nnoc/ieLoBaTe/IbHOro nopTa B
COOTBETCTBMM C HAacTpOMKaMu nocnenoBaTesibHOro nopTa Balero ycrpoiicTsa.

3.3.3.5 SNMP

B nogmeHto rpynnbl HacTpoeKk MMpunoxenus (Applications) Bbibepute BKnagky SNMP, apanee
OTKPOETCA OKHO KOHPUrypaumun. Mpumep oKHa NPUBEAEH HUMXKE Ha PUCYHKE.
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ICMP Chedt Interface Chedk DDMS DTuU SMMP M2M Timing Wake Up

SNMP Service |Enzblz Joisable

Basic Settings
Port | | * 1-65535

Community | | * Max length is 32

Puc. 3.3.3.5 SNMP

SNMP-cepsuc [SNMP Service]: BkatounTb/BbikaounTs SNMP-cepsuc.
Mopt [Port]: YctaHoBka SNMP-nopra.
Coobuwectso [Community]: YctaHoBKa meHn SNMP-coobuiecTsa.

3.3.3.6 Pacnucanue (Timing)

B nogmeHto rpynnbl HacTpoek [Mpunoxenus (Applications) Bbibepute BKnagky PacnucaHue
(Timing); oTKpoeTcsA OKHO KoHOUrypaumu. Mpumep OKHa NPUBEAEH HUKE Ha PUCYHKeE.

Basic Settings

Set Time

ICMP Check Interface Chedk DOMNS DTu SMMP M2M Timing Wake Up

Status JEnzblz Joisable

Task Mame | * Max length is 12

Task Type

Day

Week

Date Ul - ][ |eq. oo:00-23:59
|
|

Save Return

Puc. 3.3.3.6 HacTpolika pacnucaHums

YcTaHOBKaA 3a4aum n BpeMEHU ee BbINOJ/IHEHUA!

CocTtosiHue [Status]: BKatoueHWe Unm oTKAoYeHUe pacnucaHuna gna 3agaum (aeincrsmsa).

OCHOBHbl€e HaCTPOIiKK:

Nma [Task Name)]: BBog umeHu 3agauu (aericrems).

Tun 3agaum [Task Type]: Mepesarpyska (reboot), noagkntoueHue (dialup) nnu otkntoueHue (dialdown).
YcTaHOBKa BPpeMeHM BbINOAHEHUSA:

Jo cTynHbl 3 $o pmaT a BpeMeH M: Yacbi+MUHY T bl (date), uncno (day) u aeHb Heae nn (week).
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Bce, 4uTo HeobxoaMmo, 3TO BBECTM B MOAA Te 3HAYEHMUA, MPU KOTOPbIX AeNCTBME A0/KHO 6ObITb
BbIMONHEHO. ECAIM Bam HYXXHO MEPEYUCNUTL HECKONIbKO 3HAYEHUI BPEMEHM, — WCMONb3yMTe 3HaK
3anATou (,), eCNK HYXKHO YKasaTb Nepuos, — WUCMOoMb3ylTe 3HaK gedunca mexay rpynnamm umdp (xx-xx).
Hanpumep, Bbl MoXKeTe BBOAWUTb 3HAYEHUA MUHYT cneaytowmm obpasom: 1,2,3,10-15. OcTtanbHble nona
3aMO/IHAOTCA aHANOMMYHO.

3.3.3.7 AktnBauuma no cobbituio (Wake Up)

B nogmeHto rpynnbl HacTpoek MpunoxkeHua (Applications) BbibepuTte BKnagky Wake Up; panee
OTKPOETCA OKHO KOHPUTypauun. NMpumep OKHa NPUBEAEH HUXKE Ha PUCYHKe.

ICMP Check Interface Chedk DOMNS DTu SMMP M2M Timing Wake Up

Wake Up Service m Disable

Basic Settings

Wake Up Method

Offline Method

Online Time | | * 120-86400 5
Add Phone Number

Phone Mumber | * Max length is 32

Task Type

Puc. 3.3.3.7 OKHO HacTpPOIKK aKTUBALUKU AEMCTBUS NO COBbITUIO

AKTnBauma no cobbituio [Wake Up Service]: Bkatounts (Enable) nau soikntounts (Disable).

OcHoBHble HacTpoiiku [Basic Settings]:

MeTog aktuBaumm nogkntoueHuns [Wake Up Method]: Bbibop 13 cnucka: tenedoH+aaHHbIe

(phone&data) nnu TonsbKko c TenedoHa (phone).

MeTog, Bbixoga u3 cetn [Offline Method]: Taim-ayT (timeout) nnu idle. Talim-ayT — UHTEpBan BpemeHu
00 aBTOMATMYECKOro OTK/IIOYEHUss MOZeMa OT CeTM C MOMEHTa nogxatovenHus, idle — nHTepBan BpemeHu
00 aBTOMATMYECKOro OTKIIOYEHUS MOLEMA OT CETU C MOMEHTA MPOXOXKAEHUA Yepe3 Mogem NocieaHero
nakerta.

Bpemsa B cetn [Online Time): YcTaHOBKa AAMTENbHOCTU NOAKAOUYEHMA MAPLUPYTU3aTOpa K ceTu (B
CeKyHaax).

[Do6aeutb Homep TenedoHa [Add Phone Number]:

Homep TenedpoHa [Phone Number]: BBog Homepa TenedoHa.

Tun pericteus [Task Type]: MoaxntoueHue (dialup), oTkntoueHue (dialdown) nnm nepesarpyska (reboot).
[No6asutb [Add]: NobaBuTb HOBOe wake up-aencTseme.
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CoxpaHuTb [Save]: CoxpaHUTb BBEAEHHbIE HACTPOMKMU.

3.3.4 BupTtyanbHas yactHas cetb (VPN)

B meH!I0 HacTpoek Bbibepute BKNaaKy BupTyanbHas YacTHas cetb (VPN).

VPDM Tunnel IPSec

Interface
Mame Protocal Server IP or Domain Username Operation

Add Refresh

Puc. 3.3.4 VPN
pynna HacTtpoek VPN BkovaeT:
= VPDN
=  Tunnel
= |PSec

3.3.4.1 BuptyanbHasa yactHaa Kommytupyemasa cetb VPDN

B meHto HacTpoek VPN nepeliaute Ha BKaagxry Virtual Private Dialup Network (VPDN).

VPDM Tunnel IPSec

Interface
Mame Protocol Server IP or Domain Username Operation

Puc. 3.3.4.1 VPDN
«Add» - lo6aBuTb L2TP- unu PPTP-noaknatoueHme.

«Refresh» - O6HOBUTL MHOPMaLUIO.

Mpw pobasneHnn Hosoro L2TP- unn PPTP-noaKAlo4eHMA NOSBUTCA OKHO, NPpUBEAEHHOE HUMKE Ha
pUCyHKe.
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VPDM Tunnel IPSec

VPO Service |Enzblz Joisable

Basic Settings
Interface Mame | | * Max length is 8
Protocol
Server IP or Domain | | * Max length is 64
Username | |Max length is 64
Password | |Max length is 64

Advanced Settings Display

Save Return

Puc. 3.3.4.1-2 OkHo HacTpoek VPDN

VPDN [VPDN Service]: Bkntountb (Enable) naum sbikntounts (disable).

OcHoBHble HacTpoiiku VPDN [Basic Settings]

Nma nutepdeiica [Interface Name)]: BBog MeHU Noakato4eHus.

MpoTokon [Protocol]: Boibepute ns cnucka - L2TP unu PPTP.

Anpec cepsepa [Server IP or Domain]: IP-agpec nn1 gomeHHoe ums L2TP cepsepa.

Mmsa nonb3osatensa [User Name]: YcTaHOBKa MMeHW Nonb3osaTensa Ans ydeTHon 3anmncu L2TP/PPTP-
NOAKOYEHMA.

Maponb [Password]: YcraHoBKa napona ana ydetHon 3anuncu L2TP/PPTP-noakntoueHms.
JononHutensHble HacTponku [Advanced Settings]: NMoka3satb (Display)/M3meHUTb 4ONOAHUTENbHbIE
HaACTPOWKM.

CoxpaHuTb [Save]: CoxpaHuTb HacTponku VPDN.

3.3.4.2 TyHHenb (Tunnel)

B meHto HacTpoek VPN Bbibepute BKnaaKy TyHHenb (Tunnel).

VPOM Tunnel IPSec

Tunnel Peer Extern | Local Virtual § Interface Tunnel
Mame IP 1P Type Mode Operation

Add Refresh

Puc.3.3.4.2 TyHHenn
«Add» - lo6aBuTb GRE- unu IPIP-TyHHeNb.
«Refresh» - 06HOBUTL MHGOPMALMIO (B C/Iy4ae HANNUMA YIKe HACTPOEHHbIX TYHHEeeMn).
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Mpu gobaBneHnn HoBoro GRE- nau IPIP-TyHHeNA NOABUTCA OKHO, NpMBEAEHHOE HUMXKE Ha
pUCYHKe.

= Tunnel IPSec

d
[

IP Tunnel Service

Basic Settings

Peer Extern IP

Tunnel Mame | | * Max length is &
Tunnel Mode
Local Virtual IP | |*eg. 10.1.1.1/24
Interface Type
Local Extern Interface

|

| * eg. 192.168.0.1

Save Return

Puc.3.3.4.2 HacTpoitka TyHHens

TyHHennposarue [IP Tunnel Service]: Bkatoumntb (Enable)/BbikntounTts (disable).

OcHoBHble HacTpoiiku [Basic Settings]:

MUma TyHHena [Tunnel Name]: BBoa MMeHM TyHHens.

TyHHenb [Tunnel Mode]: Bbi6op GRE- nau IPIP-TyHHenA.

JloKanbHbIN BUPTYanbHbIl IP-agpec [Local Virtual IP]: BBog nokanbHoro BuptyansHoro IP-agpeca. Tun
nHTepdelica [Interface Type]: Boibop nHTepdeiica (interface) nnm ctatnueckoro IP (static IP).
JloKanbHbIN BHewHU uHTepdelic [Local Extern Interface]: Bbibop NoKanbHOroO BHeLWHero MHTepdelica.

YpaneHHbint IP-agpec [Peer Extern IP]: YcraHoBKa yganeHHoro IP-agpeca, AocTynHoro ana
NOAKNOYEHUS.
[Save]: CoxpaHUTb HAaCTPOMKM TyHHENA.

3.3.4.3 IPSec

B meHto Hactpoek VPN Bbibepute BKIagKy IPSec.
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WVPDM Tunnel IPSec

Phasel

Poicy ame huthentcston ] Operaton_|

Phasel

Poicy ame Renote subnet | Operaton_|

IPSec Interface

Destination IP or
Interface Name Encrypt Interface Domain Operation
Refresh

Pwuc. 3.3.4.3-1 IPSec

WPDMN Tunnel IPSec

Basic Settings
Select (®) phase1 O Phase2 O Ipsec
Policy Mame | | # Max length is 12
Initiate Mode
Encrypt
Hash
Authentication psk v

Pre Share Key | * Max length is 24

Self Identify | |Max length is 64
Match identify | |Max length iz 64
IKE Lifetime 28300 |+ 12086400 5
Group Name

DPD Service O Enable & Disable

DPD Delay |30 |1-5125

DPD Timeout |120 |1-512¢

[ P e

Puc. 3.3.4.3-2 IPSec-HacTpoliku (Phasel)

[Select]: Bbibop ¢a3bl IPSec phase 1.
Nmsa nonntuku [Policy Name]: BBoa nmeHu nonntukm IPSec phase 1.
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HayanbHbIl pexxunm (3anycka) [Initiate Mode]: Bbibop perkmMma 3anycka — 0CHOBHOM (main) nam
arpeccuBHbIN (aggressive).
WndposaHue [Encrypt]: Boibop TMna IPSec-wumndposaHus.
[Hash]: Beibop TMna Hash-byHKuum.
AyTteHduKaums [Authentication]: Boibepute pexkmum ayteHdukaumm Pre Share kntoua.
Pre Shared-kntou [Pre Share Key]: YcraHoBKa Pre Shared-kntoua.
Self Identify: YcTaHoBUTE camongeHTUGUKaUMIO.
Match Identify: YctaHoBuTEe naeHTUdUKaLMIO No coBnageHuto (He 6onee 64-x CMMBONOB).
IKE Bpems xunsnu [IKE Lifetime]: YcraHoBuTe IKE Bpems Xu3HU (B cekKyHAaxX).
Uma rpynnbl [Group Name]: Fpynna group 1024 nnau group 1536.
DPD [DPD Service]: Brkatountsb (Enable)/sbikatounts (disable).
Bpemsa 3agepku DPD [DPD Delay]: YcTtaHoBKa Bpems 3ageprku DPD (B cekyHAaax).
Bpemsa oxnpganua oteeta DPD [DPD Timeout]: YcTaHOBKa Bpems oxungaHus oteeta DPD (B cekyHaax).

[Save]: CoxpaHuTb HacTpoliku IPSec (Phasel).

Huke Ha puc. 3.3.4.3-3 npusenéH npumep IPSec-HacTpoinkm (Phase2).

VPO Turnel IPSec

Basic Settings
Select ) Phase1®) Phasez O 1psec
Policy Mame ¥ Max length is 12
Encryption Protocol =] e
Encrypt 3des v
Hash mdS |
PFS open e
Lifetime 3600 [ * 120-86400 =
Transport Mode auto v
Local Subnet | * eg. 192.168.8.0/24
Remote Subnet * eg. 192.168.88.0/24
oo |

Puc. 3.3.4.3-3 IPSec-HacTtpoiku (Phase2)
[Select]: Bbibop IPSec phase 2.

NUms nonntuku [Policy Name]: BBog nmeHu nonntukm IPSec phase 2.

MpoTokon IPSec [Encryption Protocol]: Beibop npoToKona: esp uam ap.

LWndposaHue [Encrypt]: Boibop Tuna IPSec-lumndpposaHus.

[Hash]: Beibop TMna Hash-byHKuum.

PFS: 3awuta OT NOTEPU CEKPETHOTO Kto4Ya/B3aMMOLeNCcTBE HOBOrO M CTaporo Kiua.
Bpems *unsHu [Lifetime]: YcTaHOBKa BpemMeHM Xu3HU B pase 2 (phase 2).
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Pexxknm nepegaum [Transport Mode]: Bbibop pexkuma: nepegauya (transport), TyHHenb (tunnel)
WM aBTOMaTMYecKoe cornacoBaHue (auto).
JNokanbHana noacetsb [Local Subnet]: BBoa nokanbHoOM noaceTu.
YpanéxHan nogcetb [Remote Subnet]: BBoa yaanéHHom nogcetu.

[Save]: CoxpaHuTb HacTpoliku IPSec (Phase2).

WPDM Tunnel IPSec

Basic Settings

Select O phase1 O Phasel%@é Ipsec

Interface Name | | * Max length is 12
Match Phasel

Match Phase?

Destination IP or Domain | * Max lenagth is 64
Encrypt Interface brod »

Puc. 3.3.4.3-4 IPSec-HacTpoiKku

[Select]: Bbibop IPSec.

Ums nHtepdelica [Interface Name]: Beog umeHun nHtepdelrica IPSec.

[Match Phasel]: Bbibop nmeHu IPSec-noantnku ans ¢asbl 1 (phase 1).

[Match Phase2]: Bbibop nmeHu IPSec-noantnku ans ¢asbl 2 (phase 2).

Appec [Destination IP or Domain]: Beog, IP-agpeca nam 4OMeHHOTo MMEHW.
LWndposaHue nutepodeiica [Encrypt Interfacel: Boibop wudposaHus nHtepdeliica.

[Save]: CoxpaHnTb HacTpoiku IPSec .

3.3.5 MapuwpyTtusaumsa (Forward)

Mpu BbIGOpe nNyHKTa MmeHo MapuwpyTtmnsaumsa (Forward) noasuTca NnoameHo, coaepikallee
cnepyrouime nyHKTbI:

= NAT

=  CraTuyeckme mapLlupyTsl (Static Route)

=  RIP (onunoHanbHO B HEKOTOPbIX MOAENSX)

=  OSPF (onunoHanbHO B HEKOTOPbIX MOAENAX)

MAT Static Route

Puc. 3.3.5 Mapuwpytusauus (Forward)
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3.3.5.1 Hactpoiika NAT

B meHto HacTpoek MapuwpyTtusauus (Forward) Bbibepute BKnaaky NAT.

MAT Static Route

MASQ

modem IE_

MNAT/NAPT Rules

SOUrCE Replace
Protocol Outside Address Port Replace Address Port Operatio

Puc. 3.3.5.1-1 NAT

[na cospaHua HOBOro npasuia nepeHanpasneHuna (npoxoxaeHmsa) NAT/NAPT nan MASQ HaxkmuTe
Jobasutb (Add).

MAT Static Route

Basic Settings
Select

chain
Protocal
source address

Replace Address

® naT O masg

| |+ eg. 192.168.8.1
|

|* eg. 192.168.0.1

3 =

MapameTpbl KOHOUIYpaLMK:

[Select]: Bbibop NAT unn MASQ.

Puc. 3.3.5.1-2 Hactpoitka NAT

Llenouka [chain]: BbibpaTb pexxum, Hanpumep, dstnat.

MpoTtokon [Protocol]: YctaHoBKa npoToKona npoxoxkaeHua NAT.

MNcxoaHbili agpec (McTouHmKa) [Source Address]: 3agatb ucxoaHbliit IP-agpec.
3amelatowmin agpec [Replace Address]: 3aaaTb agpec HazHaYeHus.

[Save]: CoxpaHeHue HacTpoeK NAT.
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3.3.5.2 Cratnyeckme mapupyTbi (Static route)

Mpwn BblbOpe  MyHKTa meHlo  CtaTuyeckMe  MmaplupyTbl  (Static route) B MeHIO HacTpoek
Mapuwpytusauma (Forward) noasuTtca cieaytolliee OKHO KOHOUrypauuu:

MNAT Static Route

0.0.0.0/0 maodem Delete

Refresh

Puc. 3.3.5.2-1 CtatMuyeckne mapLipyTbl

Ypanutb [Delete]: Yaanutb ctaTUYecKMii MapLupyT.

[Jo6asutb [Add]: Co3aaTb HOBbI CTAaTUYECKMIA MapLLPYT.

O6HoBUTb [Refresh]: O6HOBUTL MHPOpPMaUmio.

Mpwu co34aHMM HOBOTO CTAaTUYECKOTO MapLUPYTa OTKPOETCA OKHO KOHOUIypaLmu:

NAT Static Route

Basic Settings

IP Address/Mask | |* eg. 192.168.8.0/24
Gateway Type
Gateway bro w

L

ave Return

Puc. 3.3.5.2-2 OKHO KOHOUrypauumn cTaTUYeCKMX MapLIpyTOB

IP-appec/macka [IP Address/Mask]: YcTaHoBKa aapeca/MacKku nNoAaceT y3na HasHaueHus CTaTUYeckoro
MmapLupyTa.

Tun wnio3a [Gateway Type]: uHTepdelic (interface) nam crar. IP-agpec (static IP).

LWnto3 [Gateway]: YcraHoBKa (Bblbop) uHTepdeiica (ecnn BbibpaH TMN W33 - UHTepdelic), yepes
KOTOpbIA NaKkeTbl ByayT HanpaBAATbCA K Y31y HasHayeHuAa, uam (ecan Tmun wnosa - crat. IP-agpec)
HacTpoliKa IP-agpeca, Ha KOTOpbIM ByAeT OTNPaBAATLCA BCE MaKeTbl AR Y3/1a Ha3HaYeHus.

CoxpaHuTb [Save]: CoxpaHeHWe CTaTUYeCcKoro mapLipyTa.

3.3.5.3 Hacrpoiika RIP

Mpwu BbIbOpPE NyHKTa RIP nosiBUTCA cneaytoliee OKHO KOHOUIypaLuu:
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MAT & DMZ Static Route RIP O5PF

Dynamic Route

RIP Configure

RIP Service OEnable @ Disable
Redistribute Connected (O Enable @ Disable
Redistribute Static Oenable ® Disable
Redistribute Kernel OEnable ® Disable
Update Time |3D | Seconds
Route Timeout | 130 | Seconds
Delete Garbage Interval | 120 |Sec0nds

ek o |

Puc. 3.3.5.3: OKHo HacTpoikm RIP

KoHdurypuposaHue RIP [RIP Configure]:
RIP Service: Bkatountb (Enable) nan otkntounts (Disable).
[J06aBuUTb ceTb UK XOCT AN 06MeHa MHPOPMaLMen MOXKHO C MOMOLLLbIO KHONKK Job6asuTb (Add).

3.3.5.4 Hactpoiika OSPF

Mpw BbiIbOpe NyHKTa meHo OSPF noasuTca cnegytowiee oKHO KOHGUIypaunun:
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MAT &DMZ Static Route RIP OSPF

Dynamic Route

0SPF Configure

Q5PF Service O enable ® pisable
Redistribute Connected OEnable @ Disable
Redistribute Static OEnable @ Disable
Redistribute Kernel OEnable @ Disable

T S T T
| 192,168 10.10/32 | 0 Del. |
| 192, 168.3.0/24 | 0 Del. |

[ medbe ] awn |

Puc. 3.3.5.4: OKHO KoHUrypaummn OSPF

[006aBUTb ceTb UK XOCT ANA obmeHa MHbopMaLMel MOXHO C MOMOLLbIO KHOMNKK [JobasuTtb (Add).

3.3.6 be3sonacHocTb (Security)

Mpu BbibOpe NyHKTa MeHO BesonacHocTb (Security) NOSBMTCA NOAMEHIO, COAEprKallee caeaylowme
NYHKTbI:

= |P-¢unbTp (IP Filter)

= dunbTp AOMeHHbIX UMEH (Domain Filter)

=  MAC-dunbTp (MAC Filter)

IP Filter Domain Filter MAC Filter

Pnc.3.3.6-1 besonacHoOCTb

3.3.6.1 IP-dunbtp (IP Filter)

Mpu Bblbope nyHKTa MeHo IP-dunbTp (IP Filter) B MmeHto HacTpoek BesonacHocTb (Security) nossuTcs
cnepytowee OKHO KOHGUrypauuu:

1F Filter Domain Filter MALC Filter

Basic Settings
Type O Basic O Expand

Save Return

Puc. 3.3.6.1-1
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[

Heobxogmmo BbibpaTh TUN IP-dunbTpaumm: basosbii TN (Basic) nnmn PacwmpeHHbin (Expand).
Mpumep oKkHa 6a30BbIX HACTPOEK (Basic) NpmMBeAEH HUKE Ha PUCYHKE.

1P Filter Domain Filter MALC Filter

Basic Settings

Type @' Basic O Expand

D | | * 2000-2699
Default Action ® Accept O Drop

Protocol all

Source Type custom

Source IP |* eg. 192.168.8.1

Wildcard Bits | * eg. 0.0.0.255

Destination Type custom |

Destination IP |* eg. 192,168.0.1

Wildcard Bits | * eg. 0.0.0.255

Puc. 3.3.6.2 HacTpoika IP-dpunbTpa

MapameTpbl KOHPUrYPaALUKN BKAKOYAIOT:

Tun [Type]: Ba3sosbili TMN (Basic) BkatoyaeT punbTpaumio IP-agpecos; PaclmpeHHbiii Tun (Expand)

OCHOBAH Ha ¢unbTpaumm IP-apgpecos n nopmos.

NaoeHTnoukartop [ID]: YcraHoBKa naeHTndUKatopa npasuna eunbtpaumm (ot 2000 o 2699).

Oeicteune no ymonuaHuio [Default Action]: MpuHAaTb (Accept) nam Cépocuts (Drop).

MpoTtokon [Protocol]: YctaHoBKa npoToKona.

Tun uctouHuka [Source Typel: gpyron Tmn (custom) no3BonseT Bam 3afaTb IP-agapec UCTOYHMKA Man
cermeHTa Ana 3anpeta waM paspeweHus; nwboi Tvn (any) — Bce IP-agpeca paspeleHbl/3anpeLeHsi
cooTBeTCcTBEHHO; TN xocT (host) o3HavaeT, uTo paspeleH/3anpeLleH ToabKo IP-agpec.

Agpec nctoyHuka [Source IP]: YcraHoBKa IP-agpeca noaceTn UCTOYHMKa, Hanpumep: 192.168.8.1.
MoactaHoBoYHbIM 3HaK [Wildcard Bits]: Hanpumep: 0.0.0.255.

Appec HasHayeHus [Destination IP]: YcraHoBKa IP-agpeca HasHayeHun, Hanpumep: 192.168.0.1.
MoacTaHOBOYHbIN 3HaK [Wildcard Bits]: YcTaHoBKa noacTaHOBOYHOrO 3HaKa, Hanpumep: 0.0.0.255.

[Save]: CoxpaHeHue HacTpoek IP-dunbTpauuu.

3.3.6.2 dunbTp gomeHHbIX UMEH (Domain Filter)

Mpu Bbibope nNyHKTa MeHio DUALTP AOMEHHbIX UMEH (Domain Filter) B meHto HacTpoeKk BesonacHOCTb
(Security) nosButca cneaytoliee oKHO KOHOUIypaLum:
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IP Filter Domain Filter MALC Filter

Basic Settings
Domain Keyword |

| * eg, baidu Max length is &4

Save Return

Puc. 3.3.6.2 Hactpoitka ¢punbtpa gomeHHbIX MMEH (Domain Filter)

Nms gomeHa [Domain Keyword]: BBog MMmeHM AomeHa, Hanpumep, www.google.com.
CoxpaHuTb [Save]: CoxpaHeHMe HacTpoeK GUNbTPa JOMEHHbIX UMEH.

3.3.6.3 MAC-¢ounbtp (MAC Filter)

IP Filter Domain Filter MAL Filter

MAC INPUT Configure
Action White List
|
MAC FORWARD Configure
Action White List
[ han |
Refresh

Puc.3.3.6.3-1 MAC-punbtp
MpeaycmoTpeHbl «4épHble» (Black List) n «6enbie» cnucku (White List) MAC-agpecos.
[Oo6asutb (Add) — cosgaHmne Hosoro MAC-punbTpa.
Refresh — 06HOBUTbL MHPOPMaLUIO.

IP Filter Domain Filter MAL Filter

Basic Settings
MAC |

| * eg. 00: 1A:4D:34:B1:6E

Default Action ® Accept O Drop

Filter Mode ® In|:uut'@I Forward ) Both

Save Return

Puc.3.3.6.3-2 Hactpoiika MAC-punbtpa
MAC: YctaHoBka MAC-aapeca, Hanpumep, 00:1A:4D:34:B1:8E.

Oeicteme no ymonyaHuto [Default Action]: NMpuHaTe (Accept) nnm Cépocutsb (Drop).
Pexxum punbtpaumm [Filter Mode]:

- dunbTpauma exoaawmx MAC-agpecos (Input) (BepxHsas Tabanua Ha puc.3.3.6.3-1)
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- dunbTpauma nepeHanpasaeHHbix MAC-agpecos (Forward) (HUXHAA Tabanuya Ha puc.3.3.6.3-1)
- 06a BbllLeyKa3aHHbIX pexkmuma (Both) (nobasneHue B 0b6e Tabaumupbl Ha puc.3.3.6.3-1)

[Save]: CoxpaHeHue HacTpoek MAC-¢unbTpa.

3.3.7 Cuctema (System)

Mpu Bbibope NyHKTa meH CucTema (System) NoOsABMTCA NOAMEHIO, COZeprKallee Caeayrome NyHKTbI:
= [lpocmoTp *KypHana (Local Log)

YnanéuHobiii ypHan (Remote Log)
Yacbl (Clock)

YueTHasn 3anucb (Account)
TectuposaHue cetn (Network Test)
daiinbi (Files)

Local Log

Remote Log Clodk

Account Metwork Test

Pnc.3.3.7 Cuctema

3.3.7.1 NpocmoTp KypHana (Local Log)

Mpwn BbibOpe nyHKTa MeHto MpocmoTp *KypHana cobbiTnin (Local Log) B meHto HacTpoek Cucrtema

(System) nosiButcs cnepytoliee oKHO KOHGUrypauuu:

Tun xypHana [Local Log]: Bbibop Tnna oTobparkaemoro *KypHana (coobuieHne [message] nau ap.)

Local Log

Log

Remote Log Clodk

Local Log|message ]

Table

Account

Metwork Test Files

System

Files

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

1 00:04: 20 Router daemon.info modem[253]:
1 00:04: 23 Router daemon.info modem[253]:
1 00:04: 26 Router daemon.info modem[253]:
1 00:04: 29 Router daemon.info modem[253]:
1 00:04: 32 Router daemon.info modem[253]:
1 00:04: 35 Router daemon.info modem[253]:
1 00:04: 33 Router daemon.info modem[253]:
1 00:04:41 Router daemon.info modem[253]:
1 00:04:44 Router daemon.info modem[253]:
1 00:04:47 Router daemon.info modem[253]:
1 00:04: 50 Router daemon.info modem[253]:
1 00:04: 53 Router daemon.info modem[253]:
1 00:04: 56 Router daemon.info modem[253]:
1 00:04: 59 Router daemon.info modem[253]:
1 00:0%:02 Router daemon.info modem[253]:
1 00:05:05 Router daemon.info modem[253]:
1 00:05:08 Router daemon.info modem[253]:
100:05: 11 Router daemon.info modem[253]:
1 00:05: 14 Router daemon.info modem[253]:
1 00:05: 17 Router daemon.info modem[253]:
1 00:05: 20 Router daemon.info modem[253]:
1 00:05: 23 Router daemon.info modem[253]:

1 00:05: 26 Router daemon.info modem[253]

gpio_driver( 3000 ){gpio.c->23}
gpio_driver{ 3000 ){gpio.c-»23}
gpio_driver{ 3000 ){gpio,c-=23}
gpio_driver{ 3000 ){gpio.c->23}
gpio_driver{ 3000 ){gpio.c-»23}
gpio_driver( 3000 ){gpio.c->23}
gpio_driver{ 3000 ){gpio.c-=23}
gpio_driver{ 3000 ){gpio.c-=23}
gpio_driver{ 3000 ){gpio.c->23}
gpio_driver{ 3000 ){gpio.c-»23}
gpio_driver{ 3000 ){gpio,c-=23}
gpio_driver{ 3000 ){gpio.c-=23}
gpio_driver{ 3000 ){gpio.c-=23}
gpio_driver{ 3000 ){gpio.c->23}
gpio_driver{ 3000 ){gpio.c-»23}
gpio_driver{ 3000 ){gpio,c-=23}
gpio_driver{ 3000 ){gpio.c-=23}
gpio_driver( 3000 J{gpio.c->23}
gpio_driver{ 3000 ){gpio.c->23}
gpio_driver{ 3000 ){gpio.c-»23}
gpio_driver{ 3000 ){gpio,c-=23}
gpio_driver{ 3000 ){gpio.c-=23}
: gpio_driver{ 3000 }{apio.c-=23}

12
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3.3.7.1 OKHO NPOCMOTpa XKypHana cobbITuiA

Mocne BbibOpa TMNA OTOBpPaXKaeMOoro KypHana AOCTYMHbI Ceaytowme AencTema:
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MokasaTb [View]: BbiBO4 COAEPKMMOrO KypHaia Ha 3KpaH.
Ouunctutb [Clear]: OuMcTKa OKHO BbIBOAA XKypHana.

dKcnopT [Export]: IKcnopT KypHana.
Mone BbiBoAA *KypHana [Log Table]: nHpopmaums 13 KypHana.

3.3.7.2 «YpanénHblii» xxypHan (Remote Log)
Mpu Bbibope nNyHKTa MeHio «YAanéHHbln» KypHan (Remote Log) B meHto HacTpoek Cuctema (System)

NoABUTCA Caeayloliee OKHO KOHdUrypaumm:

Local Log Remote Log Clodk Account Metwork Test Files

Log Staus Enabie Joobi |

Remote IP or Domain |192.168.8.123 | * eg. 192.168.8.1

Remote Port 514 | * 165535

Puc. 3.3.7.2 HacTpoiku ynpaBneHus «yaanéHHbim» XypHan (Remote Log)

[Log Status]: BKOUMTb/BbIKAIOUUTL BEAEHUE KYPHaANa Ha yaanéHHOM cepsepe.
Apgpec yaaneHHoro K [Remote IP or Domain]: YctaHoBKa IP agpeca/gomeHHOro MMeHN yaaneHHoro

cepBepa XypHanMpoBaHUA.
MopT [Remote Port]: YcTtaHOBKa nopTa cepsepa yAaIeEHHOTO }KYPHAANPOBaHMUA.

3ameyaHue:

[nAa ycnewHoro Mcnonb3oBaHUA yOANEHHOIO BeAEHUA XKypHana Ha yaaneHHom (K
OOJ/IKeH ObITb 3aMyLLEH cepBep KypPHaNNPOBaHUS.

3.3.7.3 CuctemHble yacbl (System Clock)

Mpu BbIBOpE NyHKTa MeHo CucTemHble Yackl (System Clock) B meHto HacTpoek Cuctema (System)
NOABUTCA OKHO HACTPOMKM CUCTEMHBbIX YacoB. PYHKLMA CUHXPOHM3ALMM BPEMEHWN MOMKET NPUHUMATD
3HaYeHUsA: cMHXpoHM3auns ¢ NTP 1 pydHOI pexkmm.

[Nna ycTaHOBKM BPEMEHW BPYYHYIO BbIDUPAETCA PYYHOW PEKMM.

B pexxnme cuHxpoHmsaumm ¢ NTP gocTynHbl cnegytowme napameTpsbl:
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Local Log Remote Log Clock Account Metwork Test Files

Staus enabl oabie

MTF Server IP or Domain |nt|:|._=,_itu.edu.cn b | * Max length is 64
MTF Server Backlp | |Max length is 64
NTP Synch. Interval | |* 1-65535 5
Time Fone |a|:uu-dha|:ui,|"muscat b |
Save Refresh

Puc.3.3.7.3 CuctemHble yacbl (System Clock)

[Status]: Bkatouenne/oTknoyenme (Enable/Disable) cuctemHbix yacos.

Apapec NTP-cepsepa [NTP Server IP or Domain]: YcraHoBKa IP-aapeca unnm gomeHHoro umeHu NTP-
cepsepa.

PesepsHbili NTP-cepsep [NTP Server BackUp]: YcTaHoBKa IP-agpeca nam goOMeHHOro UMeHW pe3epBHOro
NTP-cepsepa.

NuTepsan cuHxpoHusaumm [NTP Synch. Intervall: YcTaHOBKa MHTepBana CUHXPOHU3aLMK (B CEKYHAAX).
YacoBoli noAc [Time Zone]: YcTaHOBKa YacoBoro nosca.

3.3.7.4 YueTHas 3anucb (Account)

Mpu BbIBOpe nNyHKTa noameH YueTHas 3anucb (Account) B MeHI HacTpoek Cuctema (System)
BO3MOXHOIO M3MeHEeHMA Napos, UCMOJb3yemMoro Aaa KoHourypauum yctpoiicrea. Moasurca cneayollee
OKHO:

Local Log Remote Log Cladk Account Metwaork Test Files

Account Type WEB |+

Account Level

Current Username | |
0Old Password *

Mew Username

Mew Password

Mew Password Again

Port | | 165535

Lo

=R

Puc. 3.3.7.4 HacTpoiika y4eTHbIx 3anuceit (Account)

Tun yyétHoi 3anunck [Account Typel: YcTtaHoBKa y4éTHOM 3anucun gna WEB-KoHdurypatopa.
YpoBeHb npaB y4é€THoi 3anucu [Account Level]: ¢ npaBamu agmuHuctpaTopa (admin) BO3MOXKHa
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HacTpolKa Bcex OYHKUMIM; ¢ npaBamu rocts (guest) BO3MOMEH TOJIbKO MPOCMOTP BCeX HacTpoek
MapLipyTusartopa.

TeKkywee ums yyétHon 3anmncu [Current Username]: YcTaHOBKa MUMEHM YY4ETHOM 3anucu.
Crapbint naposb [Old password]: Bsog ctaporo napons.

HoBoe nmsa yuyétHol 3anncu [New Username]: YcTaHOBKa HOBOTO MUMEHM YYETHOM 3anuncu.
HosbI naposb [New Password]: BBoa HoBoro napons.

MoaTteepxaeHne napons [New Password Again].

MopT [Port]: BBoa Homepa nopTa (nosie He 0653aTeNIbHO A5 3aM0HEHUSA).

3.3.7.5 TectupoBaHue cetu (Network Test)

Mpu BbibOpe NyHKTa noameHto TectupoBaHue cetn (Network Test) B meHto HacTpoek Cuctema (System)
NOABUTCA CeAYIOLEe OKHO:

Local Log Remote Log Clodk Account Metwork Test Files

Destination *

Result

Puc. 3.3.7.5 TectuposaHue cetn

[Destination]: YcTtaHoBKa IP-aapeca NMHroBaHMA M TPACCUPOBKMU.

MuurosaHue [Ping]/Tpaccupoeka [Trace]: npegHasHaueHbl 41a NPOBEPKM MapLUpyTa NPOXOXKAEHMUSA
OaHHbIX.

Pesynbtat [Result]: BbiBog, pe3ynbTaToB NMHIOBaHWA/TPaCCUPOBKMN.

3.3.7.6 daiinbi (Files)

Mpu Bbibope nyHKTa nogmeHto dainel (Files) B meHto HacTpoek Cuctema (System) nosiButcsa cnegytowee
OKHO:
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Local Log Remote Log Clodk Account Metwaork Test Files

Firmware Setting || Browse...| [ Reset

Backup setting | I Browse...l I:I Key

Factory setting

Path Operation

Puc. 3.3.7.6 ®alinbl

HacTpoiikn «npowmnskm» [Firmware Setting]: O6HoBneHune (Upgrade) BCTPOEHHOrO MWKPOMNPOrpammHOro
obecneyeHna («npowmnskn») MosutpoH VR diRoute/natya.

Cbpoc (Reset) ob6HOBNEHMS.

HacTpoitkn  pesepsuposBaHua  [Backup  Setting]:  Wmnopt/akcnopt  (Import/Export)  HacTpoek
MapLLpyTU3aTOpa; BO3MOXKHOCTb CO0343BaTb Pe3epBHble  KOMMM HACTPOEK W, Npu HeobxoammocTw,
3arpy»kaTb Mx 06paTHO B ycTpolicTBo. Kntou (key) ana 3awmtol.

3aBoackmMe HacTpoiku [Factory setting]: CoxpaHeHue (save) TeKylUMX HACTPOEK KaK HacTpoek no
ymonyaHuio/3arpysKa (load) 3aBoAcKMX HacTpoeK (HACTPOEK MO YMOYaHWUIO).

Maty [Patch Operation]: MpocmoTp (view) Tekyulero umeHn natya B maplupytusatope/yaanerve (delete)
BblbpaHHOro naTya.

Mepesarpyska [Reboot]: Nepesarpyska mapLlupyTmsaTopa.

3.3.8 CoctoaHue (Status)

Mpu Bblibope nNyHKTa meHio CocTosiHMe (Status) NoABUTCA MOAMEHIO, CoAepKallee caeaytolime NyHKTbI:

Base Information LAM Madem Routing Table
Pwnc.3.3.8 CoctosiHue

O6wasn nHdopmauma [Base Information]: Obwan nHPopmaumsa o cucteme (Homep MoLenu poyTepa,
CEPUIHBIN HOMEP, BEPCUA CXEMOTEXHUYECKOIO peLleHns, Bepcma NporpammHoro obecnedexms).
NIBC [LAN]: OtobparkeHue nHpopmauum o Ethernet-nopre ycrpoiicrea.

Mogem [Modem]: OTobparkeHne MHbopMaLmm 0 BCTPOEHHOM MOAEME.

Tabnunua mapuwpyTtrsaumm [Routing Table]: OTobpaxkeHne TabauLbl MapLUPYTU3aALUK.
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4 Yacto 3agaBaemble Bonpocbl u otseTbl (FAQ)

AHanus HEMCHpaBHOCTEVI
Cbou 1: Hn oauH cBeToAMOA HE FOpuUT.

MpoBepbTe KabenbHble COeAMHEHMs C  ycTpoicTBOM. [lpoBepbTe, MNOAKAOYEH /U
WCTOYHWMK MUTaHWA, BKJKOYEH /M OH, COOTBETCTBYET /IN HamMpsKeHWe WCTOYHMKA MUTaHMUA
BXOAHOMY HaMpPAXeHMUI0, YKasaHHOMY B AaHHOM PYKOBOACTBE.

Ecnn Bce Kabenn noaKNtoHeHbl KOPPEKTHO, UCTOYHMK MUTaHUA UCNpPaBeH M Hanps)eHue B
[OMNYCTUMOM AMana3oHe, TOrAa CBAMKUTECH C NPOAABLOM A/ OKa3aHUA NMOMOLLM.

C6ou 2: HectabunbHOCTL NOABAAETCA NOCAE NPOAO/INKUTENbHOW PaboThbI.

MpoBepbTe, HE HArPeTo /I YCTPOMCTBO. EC/iM yCTpolicTBO NeperpeTo, nomecTute ero B 6onee
BEHTUIMPYEMOE NOMELLEHME.

C6ou 3: YCTpoIACTBO He CTapTyerT.

YA0CTOBEPbTECH B KOPPEKTHOM NOAKAKOUYEHUM NCTOYHMKA NUTAHUA.
C6oi1 4: Yto genaTb Npu NOABAEHUM CaeaytoLLero BbiBoga KomaHabl PING:

Pinging 192.168.8.1 with 32 bytes of data:
Request timed out.

JaHHaa nHpopmauma yKasbiBaeT Ha HenpaBuAbHYO PaboTy KaHana nepenayv AaHHbIX.
MpoBepbTe cnepytoulee:
v" WcnpaseH an Kabenb, ¢ nomolbio Kotoporo MosuntpoH VR diRoute coeguueH c MK?
(Mpn ucnpaBHom nogkatouyeHun ceetognos CeTb Ha MaplupyTMsaTope
MosutpoH VR diRoute aonxeH ropetsb).
v’ MpaBWabHO NI HACTPOEHO MOAK/YEHME N0 NOKaNbHOM ceTh Ha MK?
(Echn appec yctpoiictea 192.168.8.1, 1o agpec MK ponkeH ObiTb K3
AuanasoHa 192.168.8.xxx).

[nA petanbHOM NPoOBEPKM BbINOHUTE KOMaHAy ipconfig U3 KOMaHAHOM CTPOKM.
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C:\>ipconfig

Windows IP Configuration

Ethernet adapter local connection:

Connection-specific DNS Suffix. . . . :

IPAddress...................:192.168.8.48

Subnet Mask .................:255.255.255.0
IPAddress.................. :192.168.0.48
Subnet Mask .................:255.255.255.0
Default Gateway ..............:192.168.0.254

(BBegute: ipconfig? ana nonyyeHmsa cnpaBKu No AaHHOM KOMaHAE)
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APN
BG
BSCC
BSS
BTS
CDMA
CHAP
DDNS
DHCP
DNS
DSC
DTU
EGP
EMC
ESP
ETSI
GGSN
GPRS
GSM
GSN
IGMP
IKE

IPv4
IPv6
IPSec
ISDN
ISP
L2TP

PykoBopacTBO nonb3osatens: 3G poyrtep MosutpoH VR diRoute

TepMUHbI 1 COKpaLLEeHUA

MmaA Toukm goctyna

MorpaHWYHbIM MapLLpyTM3aToOp

KoHTponb coeanHeHnsa 6a30B80M cTaHLMMU
MNoacucrema 6a30BbIX CTaHLNM

ba3oBasa cuctema nepesaTyMKoB

Cuctema gocTyna c pasgeneHnem no Kogy
MpoTokon ayTeHTUdUKaLmMm

OnHamunueckasn

MpoToKON AMHAMMUYECKON MapLUpPYTM3aLLMM XOCTOB
Cny»b6a AOMEHHBIX UMeH

LleHTp cbopa AaHHbIX

YcTpoiicTBO Nnepenayn AaHHbIX

MpOoTOKO/ BHELUHErO W33

INeKTPOMarHUTHas COBMECTMMOCTb

3awuTa OT pa3pafoB CTaTUYECKOTO 3/IEKTPUYECTBa
EBpONEMnCKNiA MHCTUTYT CTaHAAPTOB TENEKOMMYHUKALNI
LWnto3 nogaepkm GPRS

Cny:ba NakeTHOW Nnepegayn AaHHbIX MO pafMoKaHany
nobanbHas cuctema MobuUNbHOM CBA3N

Y3en nogaepkm GPRS

MpoToKoA ynpasaeHUa rpynnamm

MpoTokon obmeHa Kntovamm

MpoTokon NHTepHeTa

IP Bepcun 4

IP Bepcum 6

MpoTokon 3awuTsl IP-coeguHeHuUA

LUmndpoBasa ceTb CBA3M C KOMMEKCHbIMM YCAYyramm
WHTepHeT-npoBanaep

MpOTOKOAN TYHHENNPOBaHWA BTOPOro YPOBHA
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LAN
MAC
MDTU
MS
MSC
MT
MTBF
NAS
NAT

OSPF
PAP
PDP
PFS
PLMN
POS
QoS
RA
RIP
RTU
SIM
SMS
SMSC
SNMP
STK
TCP
ubP
uiMm
UMTS

ussb

VPDN
VPN
WAN

PykoBopacTBO nonb3osatens: 3G poyrtep MosutpoH VR diRoute

JloKanbHas BblYMCAUTENbHAA CETb
MpoToKon ynpasneHunn JOCTYNOM K cpeae
MobunabHOe YyCTPOMCTBO Nepeaayn AaHHbIX
MobunbHas cTaHUmA

MoOUNBLHBIN LEHTP KOMMYyTaL MK
Mob6UNbHbIN TePMUHAN

CpeaHss HapaboTKa Ha OTKas

CepBep A0CTYNa K ceTU

MNpeobpasoBaHue ceTeBbix agpecos NTP
CeTeBOWM NPOTOKON CUHXPOHM3ALUU
CeTeBOW NPOTOKON MApLUPyTU3aLMK
MpoTokon ayTeHTUdMKaLMKM MO Naposto
MpoTOoKON NaKeTHOM Nepeaayn AaHHbIX
CoBepLueHHas NpsAMan CeKPeTHOCTb
MexayHapoaHbI Koa onepaTopa COTOBOM CBA3U
TouyKa npoaaxk

KauectBo ycayr

O6nacTb MmapLpyTmMsaumm

MpoToKOoN AMHAMUYECKON MapLLpyTU3aLmK
YaaneHHoe yCcTpoiiCTBO Nepeaaym AaHHbIX
Moaynb naeHTUdUKauum aboHeHta, SIM-kapTa
Cny»b6a KOpOTKMX COObLLEHN

LLeHTp cny»K6bl KOPOTKNX COOBLLEHNN
MpocToi NPOTOKOAN CETEBOTO YNpaBaeHUsA
Habop ytunaunt SIM-KapThl

MpoToKoA ynpaBfieHus nepegaden
MpoTOKON NOMb30BaTENbCKMX AaTarpamm
Mogaynb naeHTMdMKaummn noab3osaTens

YHuBepcanbHasa cuctema MOBUNBLHO CBA3K

HecTpyKTypu1poBaHHAA CUCTEMA B3aUMOAEWCTBUA C CepBUMCaMM
onepaTopa

BupTyanbHan YacTHas KOMMYTUPYemas CeTb

BupTyanbHas yacTHas ceTb

nobanbHas BblYUCAUTENbHAS CETb
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MpunoxkeHune: OnucaHme npouecca ob6HosneHuna MO

MapuwpyTtursaTtopbl MosutpoH VR diRoute 06/1a4at0T BO3MOMKHOCTbIO OOHOBAEHMA BHYTPEHHEro
nporpammHoro obecneyveHums.

ObHoBMEHME C NomoLLbo web-KoHdurypatopa

Cepua yctpoiicte MO3UTPOH VR nopgaep»kmBaeT O6HOBAEHWE MNPOrPAaMMHOIO
obecneyeHns HenocpeacTBEHHO M3 web-uHTepdeiica KoHdUrypaumm ycTpomncTBa.

Bogute B web-kKoHourypaTtop, Beeamte IP-agpec LAN nam WAN uHTepdeica maplupyTmsaTopa B
afipecHylo CTpoKy Opaysepa. LlenkHuTe Ha nyHKTe mMmeHto System->Files, B nosasuBwemca
nogMeHto B cTpoke Firmware setting Haxkmute O630p U BbibepuTe dain, NpeaHa3HAYEHHbIN ANA
obHoBneHus. Janee Haxxmute O6HOBUTL (Upgrade).

He BbINOMHANTE HUKAKUX APYrUX OENCTBUN B KOHOUrypauMOHHOM WHTepdeice A0 3aBeplleHus
o6HoBeHMA MO. 3To MOXKeT NpuBecTn K cHO0 B MPOLUMBKE, U, BNOCAEACTBMU, K NOBPEKAEHUIO
ycTpoicTea. Mocne 3aBepleHna obHOBAEHUA NOABUTCA cooblieHue, cogeprKaliee nHGOpMaLmio
0 pesynbTaTax 0bHoBAeHMA MNO.

O6bI4HO, MHPOPMauUsa noaTBepKAaeT ycnewHocTb obHoBneHna MO, Ho, ecin obHoBneHue MO
NPOLUIO HeYAaYHO, Bbl MOYKETe NOBTOPUTL NONbITKY 06HOBAEHUA MO.

3ameyaHue :

HuKoraa He BbIK/lOYaTe NUTaHME M He npepblBaiTe cBasb ¢ MK B npouecce o6HoBAeHMs M10.
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